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Objectives of this Presentation

Cyberthreats and Security

-- A Writer’s Life

-- The Changing Landscape (2015 v 2018)

-- Information Security – A body of knowledge

Information Security Management Models for Risk 
Management

-- Risk Management Framework (NIST SP 800-37)

-- Deming Cycle - Plan-Do-Check-Act

-- OODA Loop (Joe Boyd, USAF Fighter Pilot)

-- NIST Cybersecurity Frameworks

Featured Articles

-- Cyber-Resiliency Workforce

-- Ocular Biometric Datasets

-- Evolving Cyberthreats to Privacy

VPKI Hits the Highway (use case)

-- Connected Car and Cooperative ITS

-- Security Communication for Intelligent Transportation Systems

-- Security Credential Management System (SCMS)

AI and Machine Learning–Rick Management for Finance Industry

-- AI-ML are a Hot Topic

-- Under Construction
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Tim Weil – Network Program Manager

Tim is a Security Architect/IT Security Manager with over twenty five years of IT 

management, consulting and engineering experience in the U.S. Government and 

Communications Industry. His technical areas of expertise includes 

FedRAMP/FISMA compliance for federal agencies and cloud service providers, IT 

Service Management, cloud security, enterprise risk management (NIST) for 

federal agencies and ISO 27001 compliance for commercial clients.

He is a Senior Member of the IEEE and has served in several IEEE positions -

Chair of the Denver Section (2013); Chair of the Washington Section (2009); 

Cybersecurity Editor for IEEE IT Professional magazine. General Chair - IEEE 

GREENTECH Conference (2013) 

His publications, blogs and speaking engagements are available from the website -

http://dev.securityfeeds.us

http://dev.securityfeeds.us/
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A Writer’s Life –
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IT Professional Security Issue (2015 vs 2018)
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Managing Information Security Risk

Encryption

IT

Governance

IT 101 – What Problems Are We Trying to Solve?

Identify ‘Fix-It’ areas in the program

Understand Current State (Remediation)

Improve ‘ad hoc’, ‘not my problem’ state

Reduce Program Risk

Improve Continuous Monitoring Process
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A Cybersecurity Body of Knowledge – IEEE Security and Privacy (May/June 2018) 

“Scoping the Cyber Security Body of Knowledge”  Awais Rashid, et. al
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Editor’s Introduction
https://www.computer.org/csdl/mags/it/2018/03/mit2018030020.html

Cyberthreats should not be thought of just in the context of IT security and privacy design. Adequate cybersecurity must 

involve the active participation of everyone in an organization, as well as users.   Approaches generally reflect some 

variation on the common-sense method of evaluating the problem, preparing, acting, and assessing the results.

Federal agencies use the Risk Management Framework (RMF) to Assess and Authorize enterprise systems

Managers learn a Plan-Do-Check-Act (PDCA) cycle.

Fighter pilots are taught to Observe-Orient-Decide-Act (OODA). 

In cybersecurity the latest incarnation of this common-sense approach is the popular NIST Cybersecurity Framework 

(CSF), which teaches Identify-Protect-Detect-Respond-Recover. 

As in other fields, these activities are intended to be performed in a continuous cycle, modifying plans and actions as 

the organization learns from successes and failures.

https://www.computer.org/csdl/mags/it/2018/03/mit2018030020.html
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The FISMA Risk Management Framework. 
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Information Risk Management (IRM) is the practice of determining which Information Assets 

need protection and what level of protection is required, then determining appropriate 

methods of achieving that level of protection by understanding the applicable vulnerabilities, 

threats and countermeasures.
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The FISMA Risk Management Framework. 
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ISMS PROCESS CYCLE
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Plan Do Check Act
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Risk Management - OODA Loop

Act

Accept, Transfer, Mitigate, 
Remediate, or Avoid the risk

Observe

Requirements and Work Products

Orient (You are here)

Identify trends

Distill the areas of risk

Identify a coordinator

Streamline the process & incorporate best practices

Decide

IT management goals for reducing risk

Recommended approaches

Allocate Budget and Resource

Remember This?

On the surface – and how many 

people still interpret the OODA 

model – it seems to be a simple 

step-by-step loop. For our 

purposes here, in this series, we 

could reframe ‘Observe’ as 

‘sense‘ – the process of sensing 

out what seems to be happening in 

our world – and ‘Orient’ as ‘make-

sense‘ – literally ‘sensemaking’ 

from what we’ve observed – which 

leads us onward to decide and 

act, at which point we loop back to 

sense and make-sense again.
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NIST Cybersecurity Framework (CSF)



Tech Day VI 17
5/9/2018

Risk Management Principles (IT Risk Foundation)
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Risk Assessments for Cloud Applications – where to get started?

.

ISO 27005 Information Security Risk Management Process 

FAIR – Factor  Analysis of Information Risk.  The Open FAIR Cookbook uses ISO/IEC 27005 as the 
example risk assessment framework. FAIR is complementary to all other risk assessment 
models/frameworks, including COSO, ITIL, ISO/IEC 27002, COBIT, OCTAVE, etc. It provides an engine 
that can be used in other risk models to improve the quality of the risk assessment results. 

Online available - https://publications.opengroup.org/c103

https://publications.opengroup.org/c103
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Article Summaries  

 “Advancing Cybersecurity: The Growing Need for a Cyber-Resiliency Workforce,” authors Logan O. Mailloux

and Michael R. Grimaila address the topic of preparing the next generation of cybersecurity professionals who 

must focus on cyber resiliency—bouncing back from computing faults, networking failures, cyberattacks, and 

unpredictable events—especially as the world becomes more connected via cyber-physical systems. They uniquely 

detail several key responsibilities, work roles, and expertise areas for the future cyber-resiliency workforce.

 “Experiments with Ocular Biometric Datasets: A Practitioner’s Guideline” by Zahid Akhtar, Gautam Kumar, 

Sambit Bakshi, and Hugo Proenca deals with ocular biometrics, where an individual is recognized via iris, retina, 

sclera, periocular region, or eye movements. This biometric trait is gaining more popularity in applications ranging 

from international border crossings to unlocking smart devices due to its ease of use and few user-cooperation 

requirements. The authors provide a review of ocular databases available in the literature, discuss diversities among 

these databases, and outline how to choose the proper database for experimentation. 

 “The Evolving Cyberthreat to Privacy,” A.J. Burns and Eric Johnson analyze breaches of personally identifiable 

information and find that they are significantly larger than other types of breaches. This shows that past breaches can 

be useful for predicting and mitigating future breaches. Considering the basic principles involved can spur creative 

thinking about how to improve cyber defenses. 
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Advancing Cybersecurity: The Growing Need for a Cyber-Resiliency Workforce

Smart vehicle are unsecure robots
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Advancing Cybersecurity: The Growing Need for a Cyber-Resiliency Workforce
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Experiments with Ocular Biometric Datasets: A Practitioner’s Guideline
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Experiments with Ocular Biometric Datasets: A Practitioner’s Guideline
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The Evolving Cyberthreat to Privacy
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The Evolving Cyberthreat to Privacy
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NIST

Gaithersburg, MD

25 September 2017

Software Technology Conference Tutorial – Part II

VPKI Hits the Highway –
Security and Privacy Models

Tim Weil – CISSP/CCSP, CISA, PMP

Alcohol Monitoring Systems

IEEE Senior Member

Member COMSOC, ITS Societies

https://www.youtube.com/watch?v=HFtWejHjnhM
https://www.youtube.com/watch?v=HFtWejHjnhM
https://www.youtube.com/watch?v=awo7UNCKAXs
https://www.youtube.com/watch?v=awo7UNCKAXs
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Lane 
detection
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change 
warning

Car behind 
changing lanes

Self-driving

Self-
drivin
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Processing

Alert! 
Accident 
2 miles ahead.

Heavy stop and go traffic 
ahead. Would you like me to 
drive?

3G/4G
/5G

cellula
rExit Genesee       

Ave in 1 mile

4G LTE-V2X / 5G

The variety of connected vehicle applications can be handled by a variety of over 
the air technologies, depending on application requirements

A New Era of Connected Car Capabilities
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Security Architecture for VANETS (EPFL  V-PKI – J.Hubaux et. al.) - 2004

http://lcawww.epfl.ch/hubaux/Talks/Securing Vehicular Communications.pdf
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Security Architecture (EPFL  V-PKI – J.Hubaux et. al.)

Certificate Authority

≈ 100 bytes ≈ 140 bytes

Safety 

message

Cryptographic 

material

{Position, speed, 

acceleration, direction, 

time, safety events}

{Signer’s digital signature, 

Signer’s public key PK, 

CA’s certificate of PK}

Authenticated 

message

Data verification

Secure positioning

Tamper-

proof device

Event data 

recorder

Secure multihop routing

Services  (e.g., toll 

payment or 

infotainment)

http://lcawww.epfl.ch/hubaux/Talks/Securing Vehicular Communications.pdf
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A quick look at VPKI for US DOT Pilots (10 year span)
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PRESERVE V-PKI Infrastructure (EU)

1) V-PKI Model PRESERVE Project - https://www.preserve-project.eu/sites/preserve-project.eu/files/preserve-ws-02-security-architecture.pdf

https://www.preserve-project.eu/sites/preserve-project.eu/files/preserve-ws-02-security-architecture.pdf
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Introducing the Security Credential Management Systems (VPKI)

This image presents both an initial deployment model 

as well as a full deployment model. Note that this 

diagram shows the initial deployment model where 

there is no Intermediate CA and the Root CA talks to 

the MA, PCA, and ECA (dotted lines). In the full 

deployment model, these entities communicate with 

the Intermediate CA instead of  the Root CA to protect 

the Root CA from unnecessary exposure (solid line)

[1]  W. Whyte, A. Weimerskirch et al, Crash Avoidance Metrics Partnership, Technical Design of the Security Credential Management 

System (Final Report), 
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Adoption of V-PKI Models
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V2V Requirements from the NHTSA Notice of Proposed Rule Making
https://www.federalregister.gov/documents/2017/01/12/2016-31059/federal-motor-vehicle-safety-standards-v2v-communications

https://www.federalregister.gov/documents/2017/01/12/2016-31059/federal-motor-vehicle-safety-standards-v2v-communications
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What If – Models for Industry Self Regulation (Risk Models)?

In analyzing SCMS governance options, NHTSA and its research partners have 

investigated a variety of industries with characteristics similar to those seen as critical 

for a V2V SCMS governance model, including security, privacy protection, stability, 

sustainability, multi-stakeholder representation and technical complexity. How risk was 

managed in the context these models. Some of the industries researched included:

• Internet Corporation for Assigned Names and Numbers (ICANN)

• DTE Energy Company

• Aeronautical Radio Incorporated (ARINC)

• End of Life Vehicle Solutions Corporation (ELVS)

• The FAA’s Next Gen Air Transportation System

• The FRA’s Positive Train Control

• Smart Grid

• The Rail/Transit Train Control Systems (ATC and CBTC)

• Medical Devices failure and liability

• Security in nuclear industry and liability

• Warning/Signal Failures

• UAVs

• HIPAA/Health Care industry/

• Electronic Health Records (EHRs)

• CONNECT system

** National Highway Traffic Safety Administration (NHTSA), Department of Transportation (DOT) Notice of Proposed 

Rulemaking, ‘Federal Motor Vehicle Safety Standard (FMVSS), No. 150, to mandate vehicle-to-vehicle (V2V) 
communications for new light vehicles and to standardize the message and format of V2V transmissions’, Federal 

Register Vol 82, No 87, Jan 12, 2017,
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Secure Communication for Connected Vehicles and C-ITS
https://dev.securityfeeds.us/secure-communication-connected-vehicles-and-c-its

https://dev.securityfeeds.us/secure-communication-connected-vehicles-and-c-its
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The Roads Must Roll – Robert Heinlein
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AI and Machine Learning – Rick Management for Finance Industry
https://www2.deloitte.com/content/dam/Deloitte/us/Documents/audit/us-ai-risk-powers-performance.pdf

https://www2.deloitte.com/content/dam/Deloitte/us/Documents/audit/us-ai-risk-powers-performance.pdf
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AI and Machine Learning – Rick Management for Finance Industry
http://www.rmmagazine.com/2018/09/17/artificial-intelligence-and-risk-management/

http://www.rmmagazine.com/2018/09/17/artificial-intelligence-and-risk-management/
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AI and Machine Learning – Rick Management for Finance Industry
http://www.yogeshmalhotra.com/

http://www.yogeshmalhotra.com/
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AI and Machine Learning – Rick Management for Finance Industry
http://www.yogeshmalhotra.com/

http://www.yogeshmalhotra.com/
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Managing Information Security Risk

IT 101 – What Problems Are We Trying to Solve?

Identify ‘Fix-It’ areas in the program

Understand Current State (Remediation)

Improve ‘ad hoc’, ‘not my problem’ state

Reduce Program Risk

Improve Continuous Monitoring Process
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Assessing Security and Privacy in the Cloud – Blue Sky or Rain?
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The Failure of Asset-Based Risk Assessments (Walt Williams)
https://infosecuritymetrics.wordpress.com/

Most people don’t understand that asset management risk Management Models for Risk 

Management have been failing us for years, and we’re seeing the consequences of that failure in 

various laws and regulations.  Assets are owned by an organization and have value.  It makes 

sense to protect your assets, regardless of how you define what an asset is.

The GDPR, and other data privacy laws have been introduced over the last decade precisely 

because the data that is in scope for the data privacy laws is not an asset for any 

organization.  It is an asset for various individuals.  This information doesn’t bring the 

organization any value, and because of that, it is often not protected. 

Until the GDPR is enforced there is no incentive to protect name & email address.  Organizations 

consider these data items to have no value. Individuals, on the other hand, expect that the value of 

the information is understood and properly protected by organizations that the data is entrusted to.

The data simply hasn’t been an asset to the organization, not worth protecting.  Until organizations 

cease using an asset based approach to risk management, you will see governments stepping with 

impactful regulations because asset based risk management frameworks don’t lead to 

organizations protecting all the data.  Just the data that drives business value.  And this is 

why we fail.

https://infosecuritymetrics.wordpress.com/
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SecurityFeeds Website - http://securityfeeds.com/

http://securityfeeds.com/
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 Scoping the Cyber Security Body of Knowledge”  Awais Rashid et al,  IEEE Security and PrivacyMagazine, 
Volume 16, Issue 3, May, June 2018

 G. Hughson , “Architecture and OODA Loops -
https://genehughson.wordpress.com/2016/01/13/architecture-and-ooda-loops-fast-is-not-enough/

 T.Weil, VPKI Hits the Highway: Security Communication for the Connected Vehicle Program, IT Professional 
Magazine, Volume 19, Issue 1, January 2017

 National Highway Traffic Safety Administration (NHTSA), Department of Transportation (DOT) Notice of 
Proposed Rulemaking, ‘Federal Motor Vehicle Safety Standard (FMVSS), No. 150, to mandate vehicle-to-
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 W. Whyte, A. Weimerskirch et al, Crash Avoidance Metrics Partnership, Technical Design of the Security 
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0004&attachmentNumber=2&contentType=pdf

 Y. Molhatra., Cybersecurity & Cyber-Finance Risk Management: Strategies, Tactics, Operations, &, 

Intelligence: Enterprise Risk Management to Model Risk Management: Understanding Vulnerabilities, 

Threats, & Risk Mitigation, https://papers.ssrn.com/sol3/papers.cfm?abstract_id=2693886

 W. Whyte et al., “A Security Credential Management System for V2V Communications,” Proc. IEEE 

Vehicular Networking Conf. (VNC), 2013 
https://www.researchgate.net/publication/271554151_A_security_credential_management_system_for_V2V_communications
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Thank you for joining us!


