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-- Al-ML are a Hot Topic

-- Under Construction
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Managing Information Security Risk

IT 101 — What Problems Are We Trying to Solve?
Identify ‘Fix-It’ areas in the program
Understand Current State (Remediation)
Improve ‘ad hoc’, ‘not my problem’ state
Reduce Program Risk
Improve Continuous Monitoring Process
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Figure 3. The 19 knowledge areas and their categorization within CyBOK.

“Scoping the Cyber Security Body of Knowledge” Awais Rashid, et
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EE Security and Privacy (May/June 2018)

Table 3. Overview of the 19 knowledge areas.

Human, Organizational, and Regulatory Aspects

Risk Management and
Governance

Law and Regulation

Human Factors

Privacy and Online Rights

Attacks and Defenses

Malware and Attack
Technologies

Adversarial Behaviors
Security Operations and
Incident Management
Forensics

Systems Security
Cryptography

Operating Systems and
Virtualization Security

. al

Security management systems and organizational security controls, including standards, best practices,
and approaches to risk assessment and mitigation.

International and national statutory and regulatory requirements, compliance obligations, and security
ethics, including data protection and developing doctrines on cyber warfare.

Usable security, social and behavioral factors impacting security, security culture and awareness as well
as the impact of security controls on user behaviors.

Techniques for protecting personal information, including communications, applications, and
inferences from databases and data processing. It also includes other systems supporting online rights
touching on censorship and circumvention, covertness, electronic elections, and privacy in payment
and identity systems.

Technical details of exploits and distributed malicious systems, kagether with associated discovery and
analysis approaches.

The motivations, behaviors, and methods used by attackers, including malware supply chains, attack
vectors, and money transfers.

The configuration, operation, and maintenance of secure systems including the detection of and
response to security incidents and the collection and use of threat intelligence.

The collection, analysis, and reporting of digital evidence in support of incidents or criminal events.

Core primitives of cryptography as presently practiced and emerging algorithms, techniques for analysis
of these, and the protocols that use them.

Operating systems protection mechanisms, implementing secure abstraction of hardware, and sharing
of resources, including isolation in multiuser systems, secure virtualization, and security in database
systems.
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Editor’s Introduction
https://www.computer.org/csdl/maqgs/it/2018/03/mit2018030020.html

Cyberthreats should not be thought of just in the context of IT security and privacy design. Adequate cybersecurity must
involve the active participation of everyone in an organization, as well as users. Approaches generally reflect some
variation on the common-sense method of evaluating the problem, preparing, acting, and assessing the results.

Federal agencies use the Risk Management Framework (RMF) to Assess and Authorize enterprise systems
Managers learn a Plan-Do-Check-Act (PDCA) cycle.

Fighter pilots are taught to Observe-Orient-Decide-Act (OODA).

In cybersecurity the latest incarnation of this common-sense approach is the popular NIST Cybersecurity Framework
(CSF), which teaches ldentify-Protect-Detect-Respond-Recover.

As in other fields, these activities are intended to be performed in a continuous cycle, modifying plans and actions as
the organization learns from successes and failures.

12/4/2018
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The FISMA Risk Management Framework.

Information Risk Management (IRM) is the practice of determining which Information Assets
need protection and what level of protection is required, then determining appropriate
methods of achieving that level of protection by understanding the applicable vulnerabilities,

threats and countermeasures.

Starting Point
FIPS 199/ SP 800-60
SP 800-37 / SP 800-53A < FIPS 200/ SP 800-53
Security
f Security Control » Categorization » Security Control ;
Monitoring _Define criticality /sensitivity of Selection
Continuously track changes to the information information system accordingto  Select baseline (minimum) security controls to
system that may affect security controls and potential impact of loss protect the information system; apply tailoring
reassess control effectiveness guidance as appropriate
SP 800-37 SP 800-53 / SP 800-30
System Security Control
Authorization Supplement

Use risk assessment results to supplement the
tailored security control baseline as needed to
ensure adequate security and due diligence

Determine risk to agency operations, agency
assets, or individuals and, if acceptable,
authorize information system operation

SP 800-53A SP 800-18

SP 800-70
Security Control : Security Control
f Assessment « DOCHILS Con_t ] « Documentation *
Implementation

Determine security control effectiveness (i.e., : : Document in the secunty plan, the security
controls implemented correctly, operating as Implement security controls; apply  requirements for the information system and
intended, meeting security requirements) security configuration seftings the security controls planned or in place

12/4/2018
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The FISMA Risk Management Framework.

—\ /'_
Architecture Description PROCESS Organizational Inputs
Architecture Reference Models OVERVIEW Laws, Directives, Policy Guidance
Segment and Solution Architectures Strategic Goals and Objectives
Mission and Business Processes Starting Priorities and Resource Availability
Information System Boundaries Point Supply Chain Considerations
7

Repeat as necessary

+ Step 1 *

CATEGORIZE

Step 6 Information System Step 2
MONITOR SELECT
Security Controls Security Controls
RISK
* MANAGEMENT *
FRAMEWORK
Step 5 Step 3
AUTHORIZE IMPLEMENT
Information System Step 4 Security Controls
ASSESS

‘ Security Controls ‘

12/4/2018
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ISMS PROCESS CYCLE

MANAGEMENT
REVIEW

SECURITY
ORGANISATION

PLAN
Establish
ISMS

DO
ASSET Implement & ACT CORRECTIVE &
IDENTIFICATION & Operate the Maintain & PREVENTIVE
CLASSIFICATION ISMS Improve ACTIONS

CHECK

Monitor &
Review ISMS

CHECK
PROCESSES

CONTROL
SELECTION &
IMPLEMENTATION

OPERATIONALIZE
THE PROCESES
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Plan Do Check Act
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Risk Management - OODA Loop

On the surface — and how many
people still interpret the OODA
model — it seems to be a simple
step-by-step loop. For our
purposes here, in this series, we
could reframe ‘Observe’ as
‘sense’ — the process of sensing
out what seems to be happening in
our world — and ‘Orient’ as ‘make-
sense’ — literally ‘sensemaking’
from what we’ve observed — which
leads us onward to decide and
act, at which point we loop back to
sense and make-sense again.
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Act

Accept, Transfer, Mitigate,
Remediate, or Avoid the risk

Observe
Requirements and Work Products

Decide
IT management goals for reducing risk
Recommended approaches
Allocate Budget and Resource

Observe
Implicit
Guidance
Unfolding & Control
Circumstances ™.
T . Feed
| Qbservalons -

/_/_,:p;' "th:urwarn
h

Feedback
Feedback

Outside —
Information “\ \
Unfolding A
Interaction \
With
Environment

Feedback

r

Orient (You are here)
Identify trends
Distill the areas of risk
Identify a coordinator
Streamline the process & incorporate best practices

Remember This?

Qrient Decide Act

Implicit
uvidance
& Control

Unfolding
Interaction
With
Enwrciln ment

John Boyd's OODA Loop
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NIST Cybersecurity Framework (CSF)

NIST Cyber Security Framework

Identify

o

Asset Management

Business
Environment

Risk Management
Strategy
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Protect

Access Control

Awareness and
Training

Data Security
Info Protection

Processes and
Procedures

Maintenance

Protective

Technology

Detect Recover

Anomalies and

Events Recovery Planning

Security Continuous

. Improvements
Monitoring P

Detection Processes Communications

-\.
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Risk Management Principles (IT Risk Foundation)

Risk assessment : - Statement of Risk treatment
Risk assessment Risk treatment S
methodology applicability plan

Elements of risk assessment

Risk identification Risk analysis

Asset Threat Vulnerability Likelihood

Risk = Impact x Likelihood

(or) Risk = Impact - Likelihood

17



Risk Assessments for Cloud Applications —where to get started?

CONTEXT ESTABLISHMENT

I
RISK ASSESSMENT

p
I RISK ANALYSIS

RISK IDENTIFICATION

RISK ESTIMATION

| e o o o e -

RISK EVALUATION

RISK COMMUNICATION

RISK DECISION POINT 1
Assessment satisfactory

RISK MONITORING AND REVIEW

RISK TREATMENT

RISK DECISION POINT 2
Treatment satisfactory

RISK ACCEPTANCE

END OF FIRST OR SUBSEQUENT ITERATIONS

ISO 27005 Information Security Risk Management Process

5/9/2018
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Cloud Security Risk Assessment using FAIR

Ishan Rastogi, 2Adesh Chandra, :Anurag Singh
t23Dept. of Cyber Law and Information Security, llIT Allahabad, India

Abstract

Cloud computing is a very powerful concept but with it comes
various security scares which are enough to keep most of the
perspective users at bay. This paper tries to calculate the additional
risk which an organization might have to face when shifting to
cloud computing, by performing cloud security risk assessment
using the FATR model.

Keywords
Cloud Computing, Security, FAIR. Risk Assessment. Risk,

Impact

I. Introduction

Cloud computing is the next step in the evolution of computing. Tt
aims at delivering computing resources as a service over a network
by using virtualization and distributed computing techniques,
thus providing computation power to the users at low costs by
employing a pay as you go model for bill payment, ie a user
pays only for the resources she has used.

A. Loss of Governance

since all the data is with the cloud provider and SLAs may not
cover all the points, a client may feel lack of control over her
data.

B. Lock-in

The lack of current availability of portability may cause difficulties
to users who wish to migrate to different cloud provider, or bring
the entire data back to in-house environment, or outsource the
services to a third-party.

C. Isolation Failure
Multi-tenancy and resource sharing may cause security concerns
to the user if the 1solation mechanisms are not appropriate.

D. Compliance Risks
An organization may lose some of its security certifications if it
decides to migrate to cloud.

FAIR — Factor Analysis of Information Risk. The Open FAIR Cookbook uses ISO/IEC 27005 as the
example risk assessment framework. FAIR is complementary to all other risk assessment
models/frameworks, including COSO, ITIL, ISO/IEC 27002, COBIT, OCTAVE, etc. It provides an engine
that can be used in other risk models to improve the quality of the risk assessment results.

Online available - https://publications.opengroup.org/c103
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Article Summaries

» “Advancing Cybersecurity: The Growing Need for a Cyber-Resiliency Workforce,” authors Logan O. Mailloux
and Michael R. Grimaila address the topic of preparing the next generation of cybersecurity professionals who
must focus on cyber resiliency—bouncing back from computing faults, networking failures, cyberattacks, and
unpredictable events—especially as the world becomes more connected via cyber-physical systems. They uniquely
detail several key responsibilities, work roles, and expertise areas for the future cyber-resiliency workforce.

» “Experiments with Ocular Biometric Datasets: A Practitioner’s Guideline” by Zahid Akhtar, Gautam Kumar,
Sambit Bakshi, and Hugo Proenca deals with ocular biometrics, where an individual is recognized via iris, retina,
sclera, periocular region, or eye movements. This biometric trait is gaining more popularity in applications ranging
from international border crossings to unlocking smart devices due to its ease of use and few user-cooperation
requirements. The authors provide a review of ocular databases available in the literature, discuss diversities among
these databases, and outline how to choose the proper database for experimentation.

» “The Evolving Cyberthreat to Privacy,” A.J. Burns and Eric Johnson analyze breaches of personally identifiable
information and find that they are significantly larger than other types of breaches. This shows that past breaches can
be useful for predicting and mitigating future breaches. Considering the basic principles involved can spur creative
thinking about how to improve cyber defenses.

12/4/2018



Advancing Cybersecurity: The Growing Need for a Cyber-Resiliency Workforce
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Figure 1. Checkoway et al's work demonstrates the many attack paths available against automotive vehicles [7]. )
(Reprinted with permission from Checkoway). Smart vehicle are unsecure robots

12/4/2018
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Advancing Cybersecurity: The Growing Need for a Cyber-Resiliency Workforce

Understanding the Cybersecurity Resiliency Problem

The fact that cyber-physical systems require more cybersecurity attention has been brought to light
through several initiatives across industry, academia, and even the Unites States Department of Defense
[8]. For example, in May 2017, SANS hosted their first ever Automotive Cybersecurity Training Summit
[9]. Likewise, a five-year collaboration between the National Institute for Standards and Technology
(NIST), the National Security Agency (NSA), and MITRE Corporation with backing from several industry
partners culminated in the recent publication of NIST SP 800-160 which brings new life to the specialty
domain of systems security engineering [10]. Although the science of cyber resiliency has been slow to
develop, MITRE's Cyber Resiliency Engineering Framework provides an excellent baseline and is
complemented by a number of related efforts towards effective implementation [11]. Before diving
further into the topic of cyber resiliency, let's consider for a moment: What is cyber resiliency, and how
is cyber resiliency different from cybersecurity?

At its essence, cyber resiliency is focused on "fighting through” or "bouncing back” from
computing faults, networking failures, cyber attacks, and unpredictable events [12]. This means cyber-
physical systems are required to maintain essential operational capabilities regardless of the threats
they face (malicious or non-malicious) or where they originate (natural or man-made) [13]. Thus, the

12/4/2018

Table 1: Definition and attributes of resiliency for cyber-physical systems. Derived from [11], [15].

Term Definition
Resilienc The ability of a cyber-physical system to anticipate, withstand, and recover
¥ from actual and potential adverse events.
Attribute Description
Planning and/or preparation for known, predicated, and even unknown adverse
Anticioate events to include changes in the operational environment, modes of operation,
P business/mission functions, emerging threats, integration of novel
technologies, and other necessary changes.
. To absorb or survive the negative impacts of adverse events such as system
Withstand .
faults, user errors, software bugs, hardware failures, and cyber attacks.
To restore business/mission operations (and more specifically desired
Recover functionality) to an acceptable level within specified time and performance
requirements. Ideally, recovery also includes the ability of the system to
Table 2: Camparison of cyber-physical systems and traditional cyber attributes.
Cyber-Physical Traditional Cyber
) ) Focused primarily on protecting assets,
Focused on real-time operations, P y ) P o 8
. . . mostly preventative with intense
Business assuring the system is successful - . .
: . moments of reaction — considers what
" Advantage considers what the business does to )
I , valuable business assets need to be
g make a profit
a protected
E o Focused on availability with assumed Focused on retaining confidentiality of
I Prioritization of . . . _y :
o the C-I-A Triad* integrity and little regard for data along with integrity, and less
-% confidentiality priarity on availability
E Scale of the ) Interactions may be complicated but
o . Complex Interactions lead te poorly . .
£ Complexity , are mostly linear, leading to well-
G understood, emergent behaviors .
o Challenge understood behaviors
Systems View: These “Socio-Technical” systems require . )
. Mostly focused on technical security
People, Processes, nearly constant inputs from users and . .
. solutions and data security
and Technology sensors to monitor and control

*C-I-A Triad: Canfidentiality, Integrity, and Availability.
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Experiments with Ocular Biometric Datasets: A Practitioner’s Guideline
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Experiments with Ocular Biometric Datasets: A Practitioner’s Guideline
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The Evolving Cyberthreat to Privacy
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Figure 4. Verizon Breach Cost Esfimarfes.

Deriving the cost function shown in figure 10 yields y=3618x%%23¢ (R2=] 0) where v is the cost

estimate (in raw dollars) and x is the (raw) number of records breached. Therefore. the log-log

relationship can also be written as the linear function v=0.4236x+8.1938 where v 1s In(cost) and x

1s In(records). Adding the error term to our previous cost function results in a cost model of the

form

1=0.4236x+8.1938 + ¢
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Table 1. Simulated Cost Estimates

Records Size Minimum Mean Maximum

100 (x0.5) n=21 $18,564.38 $25,241.88 $32.630.41
1,000 (=1) n=18 $53,852 28 $72,998.20 $96,374 80
10,000 (=x10) n=24 $125,847.00 $165,034 .97 $252.470.13
100,000 (x100) n=29 $286,184.29 $454 642 24 $698,069.66
1,000,000 (£1.000) n=11 $808,846.81 $1.221,412.41 $1.,584 211.05
10,000,000 (x10,0000) n=29 $2,258,982 .48 $3,313,083.69 $4,745 512.73
100,000,000 (+100,0000) n=1 $9,241,390.96 $9.241,390.96 $9.241,390.96

Cost of Hacking

Based on our derived cost model and the CDF of non-zero record hacks. we examined the cost of
hacking incidents for 2014. 2015, and owr projected 2015 estimates from above. To do this. we
applied a Monte Carlo approach to simulate three datasets of 100.000 observations based on our
derived breach distributions and the cost model. We generated three sets of simulated breach costs

in the form
1=0.4236x,pp'+8.1938+¢.

where v 1s In(cost). x 1s In(records). and £ 1s the cost variance (i = 0: =0.178) [xa= 2014actual: Xp=
201 Sactual: Xbv' =201 Sprojected: max of Xapp'=18.683[observed overall maximum in the PRCH dataset]:

min of Xapb=0.69[observed overall minimum in the PRCH dataset].
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VPKI Hits the Highway —
Security and Privacy Models
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https://www.youtube.com/watch?v=HFtWejHjnhM
https://www.youtube.com/watch?v=HFtWejHjnhM
https://www.youtube.com/watch?v=awo7UNCKAXs
https://www.youtube.com/watch?v=awo7UNCKAXs

US DOT Model

12/4/2018

Fully Concted Vehicle

“.& -

Vehicle Data
latitude, longitude, time, heading
angle, speed, lateral acceleration,

longitudinal acceleration, yaw rate,

throttle position, brake status,
steering angle, headlight status,
wiper status, external temperature,
turn signal status, vehicle length,
vehicle width, vehicle mass,

bumper height
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A New Era of Connected Car Capabilities

,ﬁ \,M‘»Q_m‘. »

B Alert! 5 ' o Genesee Avenue
Accident S e 7 EXIT 1 MILE

Exit Genesee

Heavy stop and go traffic Ave in 1 mile

ahead. Would you like me to & -
drive? e B ‘ Car behind
; : changing lanes

The variety of connected vehicle applications can be handled by a variety of over
the air technologies, depending on application requirements
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Security Architecture for VANETS (EPEL_V-PKI —J.Hubaux et. al.) - 2004

Attack 1 : Bogus traffic information Attack 2 : Disruption of network operation Attack 3: Cheating with identity,
position or speed

1 Attacker: insider, rational, active m Attacker: malicious, active m Attacker: insider, rational, active

How to secure VANETs

Attack 4 : Uncovering the

identities of other vehicles Attacker’s model in

Vehicular Communications

® An attacker can be an outsider or an insider and
malicious or rational
® An attack can be active or passive
m Attacks against anonymous messages:
® Bogus information
m Attacks against liability-related messages:
® Cheating with own identity
® Cheating with position or speed

m Attacks against both kinds of messages:
® Uncovering identities of other vehicles
® Disruption of network operation (Denial of Service attacks)

4.

VANET
Security
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http://lcawww.epfl.ch/hubaux/Talks/Securing Vehicular Communications.pdf

Security Architecture (EPFL V-PKI —=J.Hubaux et. al.)

Services (e.g., toll
payment or
infotainment)

Secure positioning

Secure multihop routing = s S QO s

message

= 100 bytes = 140 bytes

Safety | Cryptographic
message ! material
/// IA\ \\
- I\ A
_______ I\ AN
| : _/ ! \\
: | : : {Position, speed, : } {Signer’s digital signature, :
: : : : acceleration, direction, | : Signer’s public key PK, :
| - |
Pl P!

time, safety events} CA'’s certificate of PK} |

Data verification
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A quick look at VPKI for US DOT Pilots (10 year span)

New CA technologies allowing
CAsto require no vehicle
identifying information

Methods to create, distribute, /
replace, revoke, and manage
keys and certificates in ways that
preserve vehicle privacy

I
\: N

VPKI Certificate - y
Authorities Providing keys and certifica

= = = = = = = = = {0 other network entities ani
applications that communic
4 s with vehicles

N
N

Detect malicious

activity and evict
| P i misbehaving vehicles
i | ’ Intrusion
e / Detection
Methods for secure and ~ Certificate | P /
privacy-preserving — ||I Managing keys &
V2Vand V2| . A certificates for RSEs
communications —— 5/ | N\
G e R Methods to enhance
v i \\ privacy in low-density areas

.

ek =

&
o

Secure Messaging

—————————— A

|

Network User +

TOC Message Server

Certificate Authority
(1609)

Key Material
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Q Secure
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PRESERVE V-PKI Infrastructure (EU)

Public Key Infrastructure

RCA Certificate

Public Key

Signer |D; Cert-ID8 of RCA Certificate

izsues

Signer ID of RCA |

LTCA Cerlificats

Public Key

Signer |D: Cerl-IDB of LTCA Certificate

=0T

issues

| Signer ID of RCA |
- FCA Cartificate
< | Publickey |
zq!a . Signer 1D: Cert-ID8 of PCA Certificate
s e |
LTCA <

issues

Signer 1D of LTCA | Long Term
| Cerificate

Public Key

Signer 1D of PCA | Psoudony™ % RCA,. RCA, Certificates @

Certificate
Public Key | LTCA, .. LTCA, Cert licate@

Signer |D: Cert-1DB of Long Term Cerlificate

()

Signer |D: Cert-ID8 of Pseudonym Cerlificate

PCA,.. PCA, Corilicatas @ —

t" PC,. PO, Corlifcales @

1) V-PKI Model PRESERVE Project - https://www.preserve-project.eu/sites/preserve-project.eu/files/preserve-ws-02-security-architecture.pdf
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Introducing the Security Credential Management Systems (VPKI)

Simplified V2V Security System

SCMS Manager| [———

— ' Misbehavior
CEFtIfIEE_ltF—‘ Detection and
Frocessing Revocation

| Y L | A

hs "/

—| |Device Interface| | ——

Device

This image presents both an initial deployment model
as well as a full deployment model. Note that this
diagram shows the initial deployment model where
there is no Intermediate CA and the Root CA talks to
the MA, PCA, and ECA (dotted lines). In the full
deployment model, these entities communicate with
the Intermediate CA instead of the Root CA to protect
the Root CA from unnecessary exposure (solid line)

Current V2V Security System Design for Deployment and Operations

TN

Certification Lab

e e N —

e

Intermediate CA o | Internal
: Blacklist
Manager

SOMS Manager

= - -,

Mishehavior Authority

Glahal CRL
Detaction | Ganarator

= K \. -
Y ot

Technical

~

b

N

CRL
Broadcast

Enroliment CA Pseudonym CA J | \
Linkage Linkage
i Authority1 | Authority 2 CRL Store
Request Registration | - | I
Coordination Authority
Deviee Config. Location
Manager OBscurer Praxy

="

Devicn 1

Dewice 2

|

Dewice 3

=== Regular Communication
Out-of-band Communication

Legend
intrinsically Central by Nan
Gentral thaice Ceniral

==== Initial Deployment
e Full Deployment

[1] W. Whyte, A. Weimerskirch et al, Crash Avoidance Metrics Partnership, Technical Design of the Security Credential Management

System (Final Report),
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Adoption of V-PKI Models

A Security Credential Management System for V2V Communications

William Whyte*, André Weimerskirchf, Virendra Kumar*, Thorsten Hehn! Conference Paper - December 2013
*{wwhyte, vkumar} @securityinnovation.com DOI: 10.1109/VNC.2013.6737583

Tandre.weimerskirch@escrypt.com
thorsten.hehn@vw.com

Federal Register/Vol. 82, No. 8/Thursday, January 12, 2017 /Proposed Rules

DOT HS 812014 August 2014

Vehicle-to-Vehicle Communications:
Readiness of V2V Technology for
Application

VPKIs: State-of-the-Art, Challenges and Extensions

Hongyu Jin, Mohammad Khodaei and Panos Papadimitratos

Networked Systems Security Group
www.ee.kth.se/nss
Royal Institute of Technology (KTH)

June 24, 2015

DEPARTMENT OF TRANSPORTATION

National Highway Traffic Safety
Administration

49 CFR Part 571
[Docket No. NHTSA-2016-0126]
RIN 2127-AL55

Federal Motor Vehicle Safety
Standards; V2V Communications

AGENCY: National Highway Traffic
Safety Administration (NHTSA),
Department of Transportation (DOT).
AcTION: Notice of Proposed Rulemaking
(NPRM).

SUMMARY: This document proposes to
establish a new Federal Motor Vehicle
Safety Standard (FMVSS), No. 150, to
mandate vehicle-to-vehicle (V2V)
communications for new light vehicles
and to standardize the message and
format of V2V transmissions. This will
create an information environment in
which vehicle and device manufacturers
can create and implement applications 12/4/2018
to improve safety, mobility, and the
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V2V Requirements from the NHTSA Notice of Proposed Rule Making

https://www.federalregister.gov/documents/2017/01/12/2016-31059/federal-motor-vehicle-safety-standards-v2v-communications

Federal Register/Vol. 82, No. 8/Thursday, January 12, 2017 /Proposed Rules

A. V2V Communications Proposal
Overview

B. Proposed V2V Mandate for New Light
Vehicles, and Performance Requirement
for Aftermarket for Existing Vehicles

C. V2V Communication Devices That
Would Be Subject to FMVSS No. 150

1. Original Equipment (OE) Devices on
New Motor Vehicles

2. Aftermarket Devices

D. Potential Future Actions

1. Potential Future Safety Application
Mandate

2. Continued Technology Monitoring

E. Performance Criteria for Wireless V2V
Communication

1. Proposed Transmission Requirements

2. Proposed V2V Basic Safety Message
(BSM) Content

3. Message Signing and Authentication

4. Misbehavior Reporting

5. Proposed Malfunction Indication
Requirements

6. Software and Security Certificate
Updates

7. Cybersecurity

IV. Public Acceptﬂance_. Privacy and Security

A. Importance of Public Acceptance To
Establishing the V2V System

B. Elements That Can Affect Public
Acceptance in the V2V Context

1. False Positives

2. Privacy

3. Hacking (Cybersecurity)

4, Health

5. Research Conducted on Consumer
Acceptance lssues

6. User Flexibilities for Participation in
System

C. Consumer Privacy

1. NHTSA's PIA

2. Privacy by Design and Data Privacy
Protections

3. Data Access, Data Use and Privacy

4. V2V Privacy Statement

5. Consumer Education

6. Congressional/Other Government Action

D. Summary of PIA

1. What is a PIA?

2. PIA Scope

3. Non-V2V Methods of Tracking

4, V2V Data Flows/Transactions With
Privacy Relevance

5. Privacy-Mitigating Controls

6. Potential Privacy Issues by Transaction

Type

V. Device Authorization

A, Approaches to Security Credentialing

B. Federated Security Credential
Management (SCMS)

1. Overview

2. Technical Design

3. Independent Evaluation of SCMS5
Technical Design

4. SCMS RFI Comments and Agency

Responses

5. SCMS ANPEM Comments and Agency
Response

6. SCMS5 Industry Governance

C. Vehicle Based Security System (VBS5S5)

D. Multiple Root Authority Credential
Management

V1. What is the agency’s legal authority to

regulate V2V devices, and how is this
proposal consistent with that authority?

A, What can NHTSA regulate under the
Vehicle Safety Act?

B. What does the Vehicle Safety Act allow
and require of NHTSA in issuing a new
FMVSS5., and how is the proposal
consistent with those requirements?

1. “Performance-Oriented”

2, Standards “Meeting the Need for Motor
Vehicle Safety™

3. "Objective” Standards

4. “Practicable™ Standards

C. How are the regulatory alternatives
consistent with our Safety Act authority®

D. What else needs to happen in order for
a V2V system to be successful?

1. SCMS

2. Liability

12/4/2018
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What If — Models for Industry Self Regulation (Risk Models)?

In analyzing SCMS governance options, NHTSA and its research partners have
investigated a variety of industries with characteristics similar to those seen as critical
for a V2V SCMS governance model, including security, privacy protection, stability,
sustainability, multi-stakeholder representation and technical complexity. How risk was
managed in the context these models. Some of the industries researched included:

* Internet Corporation for Assigned Names and Numbers (ICANN)
« DTE Energy Company
» Aeronautical Radio Incorporated (ARINC) Federal Register/ Vol. 82, No. 8/Thursday, January 12, 2017/ Proposed Rules
* End of Life Vehicle Solutions Corporation (ELVS)
« The FAA's Next Gen Air Transportation System
* The FRA's Positive Train Control
* Smart Grid
* The Rail/Transit Train Control Systems (ATC and CBTC)
* Medical Devices failure and liability
» Security in nuclear industry and liability _ -
« Warning/Signal Failures Lo Non-Central
« UAVs | —
» HIPAA/Health Care industry/
» Electronic Health Records (EHRS)
« CONNECT system
** National Highway Traffic Safety Administration (NHTSA), Department of Transportation (DOT) Notice of Proposed
Rulemaking, ‘Federal Motor Vehicle Safety Standard (FMVSS), No. 150, to mandate vehicle-to-vehicle (V2V)

communications for new light vehicles and to standardize the message and format of V2V transmissions’, Federal 12/4/2018
Register Vol 82, No 87, Jan 12, 2017,

CDDS Network
- providers

DSRC -
3 Cellular .
Wi-Fi
tellite

RSE &
Connected .
© Vehicle
~ Infrastructure
- Manufacturers

SCMS Management

RSE & =
Connected
Vehicle
Infrastructure
Manufacturers

ASD -
Manufacturers

RSE &
Connected
Vehicle
Infrastructure
‘Manufacturers

~ Certification
Labs

38



Secure Communication for Connected Vehicles and C-ITS
https://dev.securityfeeds.us/secure-communication-connected-vehicles-and-c-its
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The Roads Must Roll — Robert Heinlein
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Al and Machine Learning — Rick Management for Finance Industry

https://www?2.deloitte.com/content/dam/Deloitte/us/Documents/audit/us-ai-risk-powers-performance.pdf

5/9/2018

Deloitte.

Why artificial intelligence is a
game changer for risk management

The idea of computers outsmarting and replacing humans
has existed in movies and books for decades. Fortunately,
that hasn't happened on a wide scale yet. But what has
happened is the recent emergence of artificial intelligence
concepts—specifically cognitive computing. These concepts
involve advanced technology platforms that can address
complex situations that are characterized by ambiguity and
uncertainty. Cognitive computing has begun to augment
business decisions and power performance right alongside
human thought process and traditional analytics. In fact, the
domain of risk management lends itself particularly well to
cognitive computing capabilities, as typical risk issues often
include unlikely and/or ambiguous events.

Companies and public sector organizations have
progressed in terms of using massive amounts of internal
and external data to take a more preventative risk stance,
says Samir Hans, a Deloitte Advisory principal in the
Forensics & Investigations practice of Deloitte Transactions
and Business Analytics LLP. However, traditional methods
of analysis have become increasingly incapable of handling
this data volume. Instead, cognitive capabilities—including
data mining, machine learning, and natural language
processing—are supplanting traditional analytics and
being applied against these massive data sets to help find
indicators of known and unknown risks. €

“Given the increases in
computational processing power
and corresponding decreases in
the costs of data storage, artificial
intelligence in the business

world is fast becoming a reality.
These artificial intelligence or
cognitive-based technologies help
computers interact, reason, and
learn like human beings.”

S5amlir Hans

Deloltte Advisory princlpal
Forenslcs & Investlgations
Deloltte Transactlons and
Buslness Analytlcs LLP
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Al and Machine Learning — Rick Management for Finance Industry
http://www.rmmagazine.com/2018/09/17/artificial-intelligence-and-risk-management/
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Artificial Intelligence and Risk Management RSK MONITOR

MANAGEMENT
by Daniel Wagner and Keith Furst | September 17, 2018 at 6:00 am

LATEST HEADLINES

The cyber era heralded unparalleled
opportunities for the advancement of
science, technology and
communication, and unleashed a
range of new attack vectors for rogue
elements, criminals and virtual
terrorists. The era of machine
learning is doing much the same, for
the promise of advancement has
gone hand in hand with a range of
new perils and an expanded set of
actors capable of carrying out
attacks using artificial intelligence
(Al) and machine learning systems.
This flows naturally from the efficiency. scalability and ease of diffusion of Al systems, which can increase
the number of actors who can carry out attacks against civilian, business and military targets.

RISK MANAGEMENT MONITOR

Q&A: Resiliency in India November 26, 2018

Eyes on the Road, Hands on the Wheel —
Organizations Focused on Distracted Driving
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7,2018
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The typical character of threats derived from Al are likely to shift in some distinct ways in the future. Attacks

supported and enabled by progress in Al will be especially effective, finely targeted, and difficult to attribute, R E S I L I E N C E

as they have been in the cyber arena. Given that Al can, in a variety of respects, exceed human capabilities,

attackers may be expected to conduct more effective attacks with greater frequency and on a larger scale. I S A C H 0 I C E
This is presenting new challenges for risk managers and promises to present even greater challenges in the =

decades to come.

Attackers often face a trade-off between how efficient and scalable their attacks will be, versus how finely

targeted. Al systems may be able to avoid detection by using a learing model that automatically generates FM flobal
command and control domains that are indistinguishable from legitimate domains by human and machine L~

2 : = 55 - > Learn more A
observers. Such domains can be used by malware to “call home™ and allow malicious actors to communicate o

with host machines. Attackers are likely to leverage the growing capabilities of reinforcement leaming to
benefit from experience in order to craft attacks that current technical systems and IT professionals are not
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Managing Information Security Risk

IT 101 — What Problems Are We Trying to Solve?
Identify ‘Fix-It’ areas in the program
Understand Current State (Remediation)
Improve ‘ad hoc’, ‘not my problem’ state
Reduce Program Risk
Improve Continuous Monitoring Process

12/4/2018
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Assessing Security and Privacy in the Cloud — Blue Sky or Rain?
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The Failure of Asset-Based Risk Assessments (Walt Williams)

https://infosecuritymetrics.wordpress.com/

Most people don’t understand that asset management risk Management Models for Risk
Management have been failing us for years, and we’re seeing the consequences of that failure in
various laws and regulations. Assets are owned by an organization and have value. It makes
sense to protect your assets, regardless of how you define what an asset is.

The GDPR, and other data privacy laws have been introduced over the last decade precisely
because the data that is in scope for the data privacy laws is not an asset for any
organization. It is an asset for various individuals. This information doesn’t bring the
organization any value, and because of that, it is often not protected.

Until the GDPR is enforced there is no incentive to protect name & email address. Organizations
consider these data items to have no value. Individuals, on the other hand, expect that the value of
the information is understood and properly protected by organizations that the data is entrusted to.

The data simply hasn’t been an asset to the organization, not worth protecting. Until organizations
cease using an asset based approach to risk management, you will see governments stepping with
impactful regulations because asset based risk management frameworks don’t lead to
organizations protecting all the data. Just the data that drives business value. And thisis
why we fail.

5/9/2018
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SecurityFeeds Website - http://securityfeeds.com/
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SecurityFeeds LLC 2
Information Assurance for the Enterprise Network

Tim Weil - CISSP/CCSP, CISA, PMP
Principal " T2

PO Box 18385

- Phone: 301.452.364
© Fax: 240337.1305 o
* Email: tweil@secur ds.com

~ Website: htrpi/securityfeeds.com -~

SecurityFeeds LLC provides IT Management Consulting services
+ Communications and Security Engineering

+ Data Processing (Systems Engineering)

* Project and Program Management

+ Risk Management (ISO 27001)

Our expertise includes Enterprise Security Architecture, Cloud
Security, Program Management, and Network Engineering.

"RISK is a four-letter word"
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