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IT Risk and Resilience—
Cybersecurity Response

to COVID-19

TimWell, SecurityFeeds LLC
San Murugesan, Western Sydney University

he rapld and worldwlide spread of the corona-
Tvlrus and Its lliness known as COVID-19 has

made huge Impact on almost everything has
taken us all by surprise. We all are now experlencing
a major unprecedented and unexpected global public
health crisis. This pandemic has also triggered huge
soclal upheavals, disrupted almost every Industry,
and Impacted the life and work of everyone In almost
every country. Businesses and educational Institu-

This article originally
appeared in

IT Professional

vol. 22, no. 3, 2020

of recent developments In IT, as outlined In Table 1. It
Is very llkely that even after we successfully emerge
from the crisis, business will not be “as usual” and we
may continue new ways of working and offering varl-
ous services.

The COVID-19 epldemic Impacted IT too, primarily
positively, benefiting IT Industry and IT professionals
and serving public goods. However, there are a few
negative Impacts as well, such as Increased and novel
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Adding Attributes to Role Based Access Control reaches 500
citations on Google Scholar - https://Inkd.in/ew BQaF

Adding attributes to role-based access control
Authors D Richard Kuhn, Edward J Coyne, Timothy R Weil
Publication date  2010/6/1

Journal  Computer

Volume 43
Issue &
Pages 79-81
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&wm‘vﬂ P Fites Publizher  Institute of Electrical and Electronics Engineers, Inc., 3 Park Avenue, 17 th Fl Mew York
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i W7 s E - Description  Mat1 Computer Security Conf., NSANIST, 1992, pp. 554-563; R. Sandhu &t al. "Role-
) Based Access Control Models,” Computer, 29 (2), 1996, pp. 38-47), also known as

RBAC, provides a popular model for information security that helps reduce the

complexity of security administration and supports review of permissions assigned to

users. Thiz feature is critical to organizations that must determing their risk exposure

from employee IT system access.
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b § 1 : o i ] RBAC has frequently been criticized for the difficulty of setting up an initial role structure
B }{ : [ e and for inflexibility in rapidly changing domains. A pure RBAC solution may provide

L—"f 42 inadequate support for dynamic attributes such as time of day, which might need to be
considered when determining user parmissions. To support dynamic attributes,
particularly in large organizations, a “role explosion” can result in thousands of separate
roles being fashioned for different collections of permissions. Recent interest in attribute-
based access control (ABAC) suggests that attributes and rules could either replace
RBAC or make it more simple and flaxible.
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Tim Weil
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John Callahan
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B CompusicaTion RECOVERY AND resilicncy is a
tople of great coneermn in current times as disas-
ters have taken a greater toll on society, The cur-
rent COVIDES pandemic haz made us more
dependent on communications nelworks and
this has increased the premium placed on tech-
nodogies and s operations. Communicalions
networks must be resillent, in support of various
techiiobogies during business disruptions, disis-
ter recovery, and pandemic events,

Recovery and resilience are two sides worth
exploring here: 1) the needs and challenges wilth

Labkelabes, Loussyilke
Keith Sherringham

Four papers focus on improving communica-
lion networks o make them more resilient,
which are as lollows,

« The paper tithed “Preference Biased Edge
Weight Assipnment for Connectivity Hased
Resilience Computation in Telecommunication
Metworks" presents an edge weight approach
boar provicking a Lairer measure of resilience.

«  In the paper *A Design for Resilient Datacen-
ter Metworks,” Lhe authors discuss [ailures in
data centers that impact service and i:lrl:h\l'.il:l.l"

https://www.computer.org/csdl/magazine/it/2020/06/09250314/1oxkJ TulsMqg
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bl — ; One of the most challenging aspects of cybersecurity is
”- Pr OfESS[ Ona'{ that the problem space grows larger every year as more and
Morris Chang more of everyday life is converied to digiial activity. It is
" University of South Florida hard to think of any aspect of life today that does not in-
Cy b e rth re ats a n d S e c u rI ty Rick Kuhn volve IT for most of the population. Socializing, banking,
NIST shopping, dating, and healthcare are all done at least in part
Mayluun. 2018 pp. 20-22. vol. 20 online. The potential for privacy violations and security
’ ; Tim Weil challenges is seen in daily news reports. As an example of

DOI Bookmark: 10.1109/MITP.2018.032501744 Alcohol Monitoring Systems everyday cyberthreat and security protection, by the time

this issue goes to press, the EU"s General Data Protection
Regulation (GDPR) will have gone into effect. Will this in-

9 AuthDrS dusiry mandate improve online privacy protection by making the reporting of data breaches a
Cyberthreats and Security mandatory requirement for international commerce? Or will more phishing and social engineer-
; : : . ing attacks take advantage of GDPR policies?
$IEEE Morris Chang, University of South Florida

, Cyberthreats should not be thought of just in the context of 1T security and privacy design. Ade-
e e Rick Kuhn. NIST quate cybersecurity must involve the active participation of everyone in an organization, as well
: as users. Although this can be seen as an enormous burden, the nature of technology is such that

Tim WB" Alﬁﬂhm MUnitﬂring Syste ms humans have been responding to challenges and adapting to complex environments for millen-

! nia, as well as systematizing solutions for particular applications. Approaches generally reflect

https://www.computer.org/csdl/magazine/it’2018/03/mit2018030020/13rRUIJuxty some variation on the common-sense method of evaluating the problem, preparing, acting, and

assessing the results.
httDSI//WWW.SeCU riyreedas.us/cyperinredts-ana-security-ieee-it-proressiondl-special-iIssue
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Cyberspace — Our Point of Departure — Wired Magazine (June ‘08) -

https://www.wired.com/2008/05/pentagon-define/

26 YEARS AFTEH G]BSON "More than two decades after novelist \William Gibson coined the

) term cyberspace as a 'consensual hallucination' of data... the
I)ENT AGON DEFINES Pentagon has come up with its own definition,"* */nside Defense
reports. "A May 12 'for official use only' memo signed by Deputy
\ ! Defense Secretary Gordon England... offers a 28-word meaning
GYBERSPAGE for the term.”“ It is decidedly "less poetic" than Gibson's

Cyberspace, England writes, is “a global domain within the
information environment consisting of the interdependent network
of information technology infrastructures, including the Internet,

telecommunications networks, computer systems, and embedded
processors and controllers.” *

l| U -ll- ‘ }l

W."LLIAM GIBS ON

*It is a far cry from the prose Gibson used in his 1984 novel
“Neuromancer” to describe cyberspace: “A graphic representation
of data abstracted from banks of every computer in the human
system. Unthinkable complexity. Lines of light ranged in the
nonspace of the mind, clusters and constellations of data. Like
city lights, receding.”



https://www.wired.com/2008/05/pentagon-define/
http://www.williamgibsonbooks.com/index.asp
http://www.technovelgy.com/ct/content.asp?Bnum=53
http://defensenewsstand.com/

Recovery and Resilience — IT Context for Business Continuity

2.3 Where does business continuity belong?

Risk managment

Information security

Bussiness continuity

Information technology

(134

Becoming Resilient” Dejan Kosutic

DEFINITIONS/TERMINOLOGY

IT reslllence: IT resilience refers to an organization’s ability to protect data in the event of any
unplanned or planned disruption and, simultaneously, support data-oriented initiatives for
business modernization and digital transformation.

Digital transformation: Digital transformation describes the process of transforming decision
making with technology. Digital transformation is an enterprisewide, board-level strategic
reality for companies that are serious about ensuring their businesses deliver an exceptional
customer experience and becoming leaders in the digital economy. Digital transformation is a
multivear effort, with specific goals and objectives around markets and customers, revenue,
and profit growth.

Data protection: Data protection refers to the protection, restoration, and recovery of data in
the event of physical or logical errors. This includes products and services that support both
physical and virtual infrastructures.

Disester recovery: Disaster recovery is a combination of solutions that provide replication of
physical or virtual servers and failover workload recovery in the event of a hardware failure or
man-made or natural catastrophe. Disaster recovery solutions typically provide replication of
data and applications with assigned recovery point objectives, where data and applications will
have a set "age” where recovery from backup storage for normal operations can occur if a
server, system, or network suffers a failure, Solutions also have a recovery time objective,
which is the time frame in which the enterprise will regain normalized access to the data and
applications being supported.

Hybrid doud: Hybrid cloud is an application deployment environment that utilizes both on-
premises private cloud resources (i.e., local datacenter) and off-premises public or managed
cloud resources to deliver the totality of the application functionality,

Mulicloud: Multicloud is an infrastructure deployment environment that utilizes two or more
off-premises public or managed cloud resources for complete or partial application delivery.

Recovery Planning RC.RP
Improvements RC.IM
Communications RC.CO




Cybersecurity Model (per ISO 27032)

Cybersecurity

ISO/IEC 27032, Figure 1

Cybercrime

’

Information Security

Application Security

Internet
Secunty

Critical Information Infrastructure Protection

J

Cybersafety

A fully effective cybersecurity management should cover

« Network security

» Application security

» Endpoint security

» Data security

» |dentity management

» Database and infrastructure security

» Cloud security

« Mobile security

» Disaster recovery/business continuity planning
» End-user education

Information Security, Application Security, Network Security, Internet Security as an overlay to Cybersecurity and
Information Technology

10
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ﬁ f,f«’-\ ‘E:!_‘-Q * Use Risk Matrix to
Senior Executive Level
Focus: Organizational Risk
Actions: Express Mission Priorities
Approve Implementation Tier Selection
Direct Risk Decisions

Changes in \ ; 1 Mission Priority
Current and Sl f ; ’/ and Risk Appetite

Prioritize actions and

expenditures. Most

economic value for each

Process

risk considered.

Future Risk Level and Budget
‘ Focus: Critical Infrastructure Risk
Management .
Actions: Nominate Implementation Tiers * Nominate Tasks and
. —
Develop Profiles —
Allocate Budget E—— .
— Expenditures for budget
—
Implementation - .
Progress Framework a.l |Ocatl on
Changes in Assets, Profiles

Vulnerability and “% Implementation/

===

Threat = 2" [ Operations ° I
2| 2 T ’ Implementation of
Focus: Securing Critical Infrastructure

Actions: Implements Profile Critical InfraStrUCtu re

https://www.ssh.com/compliance/cybersecurity-framework/




NIST Cybersecurity Framework — BN

OPPORTUNITY FOR FUTURE IMPROVEMENT

IDENTIFY PROTECT DETECT RESPOND RECOVER
Asset management Access control Anomalies and Response planning Recover planning
- events
Business environment Awareness and training . . Communications Improvements
Data security Security continuous . o
Governance maonitoring Analysis Communications
, Information protection . e
Risk assessment and prﬂceduEes Detection process Mitigation
Risk management Maintenance Improvements
strategy

Protective technology

From process view, cybersecurity starts from understanding the organization, its mission, its risk tolerance. Part of this is
understanding the organization's role in critical infrastructure. These are used to define roles, responsibilities, policies, and

processes. Cybersecurity is realized as technical controls, monitoring, and planned responses. The processes are reviewed and
improved based on experience.

13



FISMA Model - For Assessment and Authorization

Federal Enterprise Systems — Security and Privacy for Assessment and Authorization

e e S S R N S S

LEGISLATION: Federal : :
FISMA Presidential Decision Directives Agency Policy P
E-GOV (2[}02 EDD?] OMB Guidelines SEEUril}I’ Directives O
Privacy Act (1974)  FIPS (199/200) Privacy Directives
NIST SP B00-xx L
FedRAMP |
Agency R .“i ws/Ol Agency Enterpris C
FISMA Review Architecture
Audit (Internal, External) Y
OIG Annual Report SDLC Guidelines \
--------------------------------- Standard Operating R R T e g
Agency Procedures Procedures (SOPs)

System Requirements System Design
Architecture & Design Sec_uri:tylfSnlutions {fhrchitectlure
Application Enterprise Architecture

Protocols, Trust Models, Frameworks
Assessment Package: Authorization Package:

Security Assessment
and Authorization FIPS-199, SSP, CP/CPT/BIA SAR, Decision Letter
PIA, ISA SAP, SCA, SAR, POAM SSP. POAM

e e e

NIST SP 800- 53
NIST SP 800- 37

(CSAM)
Deployment Guides SysAdmin Guide, Operators Guide, User Guideﬁ/ -
e o)
Installation Guide, MOU, MOA,, Roles and Responsibility Matrix ﬂ% 'q;-"'
X @
%

"ég-r;f{n?éﬁ_ﬁ_ General Support Systems Secure Communication Infrastructure Security %
Utilities Cloud-Based (laaS, SaaS) Levels of Assurance (e-Auth)

[
Applications / Enterprise Application Interconnected Systems Cloud-Based (SaaS) \

In Accordance With:

14



FEDRAMP Model - For Assessment and Authorization

Federal Risk and Authorization Management Program (FedRAMP) Methodology (laaS / PaaS | Saas)
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Which framework is right for my business?

» NIST Cybersecurity Framework vs ISO 27002 vs NIST 800-53 vs Secure Controls Framework

» ltis important to understand that picking a cybersecurity framework is more of a business decision and less of a
technical decision. Realistically, the process of selecting a cybersecurity framework must be driven by a fundamental
understanding of what your organization needs to comply with from a statutory, regulatory and contractual perspective, since
that understanding establishes the minimum set of requirements necessary to (1) not be considered negligent with reasonable
expectations for security & privacy; (2) comply with applicable laws, regulations and contracts; and (3) implement the proper
controls to secure your systems, applications and processes from reasonable threats. This understanding makes it pretty easy
to determine where on the "framework spectrum" (shown below) you need to focus for selecting a set of cybersecurity
principles to follow. This process generally leads to selecting either the NIST Cybersecurity Framework, ISO 27002 or NIST

800-53 as a starting point: \

CYBERSECURITY ler

FRAMEWORK 800-53

Low BASELINE
T g
-

& L

. enisa

N ot PCI DSS

Securi

ihy Agency

MODERATE BASELINE

l:; CIS center for intemet Sequrity’

csc/Top20 INIST

800-171

+1SACA

COBIT 2019
WEAKER COVERAGE

HiGH BASELINE

@ FedRAMP
RoBuST COVERAGE

"

https://www.complianceforge.com/fag/nist-800-53-vs-is0-27002-vs-nist-csf.html
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Which framework is right for my business?

The 18 CIS Critical Security Controls

Formerly the SANS Critical Security Controls (SANS Top 20) these are now officially called the CIS Critical
Security Controls (CIS Contraols).

CIS Controls Version 8 combines and consolidates the CIS Controls by activities, rather than by who
manages the devices. Physical devices, fixed boundaries, and discrete islands of security implementation
are less important; this is reflected in v8 through revised terminology and grouping of Safeguards,
resulting in a decrease of the number of Controls from 20 to 18.

Click on the individual CIS Control for more information:

CIS Control 1: Inventory and Control of Enterprise Assets Center for
C I S Internet Security”’

CIS Control 2: Inventory and Control of Software Assets
Creating Confidence in the Connected World.

CIS Control 3: Data Protection

CIS Control 4: Secure Configuration of Enterprise Assets and Software

CIS Control 5: Account Management

https://www.cisecurity.org/controls/cis-controls-list/
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Which framework is right for my business?

NSA's Attack Mitigation View Of The 20 Critical Controls

The National Security Agency categorized the 20 Critical Controls both by their attack
mitigation impact and by their importance.

Categories of Attack Mitigation

DVERSARY ACTIONS TO ATTACK A NETWORK

Hacommalissancd E'I-I.'l. In St'ﬂ}' Il‘l EHI]I‘DH.

Hardware nventody Secure Configuration Audit Monitoring Security Skills & Training
CAG Y (CAG 3) (CAG 14) (CAG 9)

Soltware nventory Secure Configuration Boundary Delense -
(CAG 2) (CAG 10] (CAG 13) Data Recovery
Continuous Vuln Access | Application SW Security Admin Privileges )
(CAG 4) (CAG 6} (CAG 12)

Data Loss Prevention
Networking Engineering Wireless (CAG 7) Controlled Access (CAG 17)

(CAG 19) Malware Defense (CAG 5) (CAG15)

Penetration Testing Limit Ports/P/5 Penetration Testing Incident Response
(CAG 20) (CAG 11) (CAG 20) (CAG 18)

STOP ATTACKS EARLY STOP MANY ATTACKS MITIGATE IMPACT OF ATTACKS
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Which framework is right for my business?

The NIST Cloud Defin

Before

ition Framework

- —_— . .
Hybrid Clouds e

Deplﬂ'}"ment c e | -’. y
Models Private ommunity Publi - -
ublic Cloud t

Cloud Cloud B A .
Service Software as a Platform as a Infrastructure as a
Models Service (SaaS) Service (PaaS) Service (laaS) ke

On Demand Self-Service ;
Essential : =y d )
ke Broad Network Access Rapid Elasticity

Characteristics R .

Resource Pooling Measured Service W"(/\-b E1]
l ’
Massive Scale Resilient Computing -—<>'-(£\-_\)

Common Homogeneity Geographic Distribution
Characteristics Virtualization Service Orientation Q

NIST Low Cost Software Advanced Security . o-—

https://securityfeeds.us/cloud-security
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Which framework is right for my business?

Cloud Matrix

Below are the tactics and techniques representing the MITRE ATT&CK® Matrix for
Enterprise covering cloud-based techniques. The Matrix contains information for the
following platforms: Azure AD, Office 365, Google Workspace, 5aas, laas.

Matrices Tactics ~ Techniques ~

View on the ATT&
MNavigator 2

MITRE ' ATT&CK

‘ Search Q_ ‘

Version Permalini
MITRE ATT&CK® is a globally-accessible knowledge base of adversary

tactics and techniques based on real-world observations. The ATT&CK
knowledge base is used as a foundation for the development of specific

threat models and methodologies in the private sector, in government, and layout: side ~
in the cybersecurity product and service community. show sub-techniques | hide sub-techniques help
With the creation of ATT&CK, MITRE is fulfilling its mission to solve
problems for a safer world — by bringing communities together to develop Initial Execution Persistence Privilege Defense Evasion Credential Discovery
) ) _ _ Access Escalation Access
more effective cybersecurity. ATT&CK is open and available to any person or Stechniques 1 technigues 5 techniques 2 technigues 7 technigues Stechniques 12 techniques
Drganization for use at no charge_ Drive-by User Account Domain Policy Domain Policy Brute Account
Compromise Execution i1 Manipulation (g Modification Modification ) Force (4 Discovery (2
® Exploit Create Valid Hide Artifacts (1 Forge Web Cloud
Public- Account (7 Accounts (2 Credentials 3 Infrastructure
Facing Impair Defenses 3 Discovery
Application Implant Internal Steal
Image Modify Cloud Application Cloud
Phishing (1 n Compute Access Token Service
Office Infrastructure 4 Dashboard
Trusted Application Steal Web
Getti ng Started Take a Tour Relationship Startup (g) Unused/Unsupported Session Cloud
Cloud Regions Cookie Service
) Valid Valid Discovery
Contribute Blog [y Accounts (2 Accounts 2, Use Alternate Unsecured
Authentication Credentials (z) Cloud
Material Storage
FAQ Random Page | ~ @ object
Valid Accounts (z) Discovery

https://attack.mitre.org/
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Global transformation caused by COVID-19

Artificial Intelligence (Al} in Agriculture
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VERSION 1.1
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Abstract
The rapid and worldwide spread of the coronavirus and its illness known as COVID-15 has made huge impact on
almost everything has taken us all by surprize. We all are now experiencing a major unprecedented and unexpected
global public health crisis. This pandemic has also triggered huge social upheavals, disrupted almost every industry,
and impacted the life and work of everyone in almost every country. Businesses and educational institutions are
closed, many employees are forced to work from their homes, supply chains have been disturbed, people are being
required to self-isolate, and most travel, in-person meetings, and conventions have been banned. These disruptions
could continue for months, and the resulting economic, business, and social impact will last for years.
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The point of assessing our risks is to identify a set of actions we can take to reduce them. These actions are termed “controls” and the ISO27001 standard has a long list of 114 reference controls at the back of it. These are grouped into the 14 areas shown on the slide. This shows that the ISO27001 standard doesn’t just cover technical areas; it’s a wide definition of information security and considers areas such as human resources, suppliers, physical security and compliance too. The organization will use these controls (and any others it thinks it needs) to reduce our risk. Notice that we are talking about “reducing” risk, not getting rid of it completely; there will always be an element of risk involved in everything we do and its possible (some would say likely) that we may still experience a security breach. This is why we also need to ensure that we are prepared to manage any incidents as they happen and that is a key part of the standard also.


B Global transformation caused by COVID-19

Industry Response/Impact Response Underlying technology/
operation
Education Widespread closure of educational Virtual learning environment (online teaching, Online video conferencing
institutions; access to labs is restricted; presentation, assessment, and consultation); software, virtual labs on cloud
projects have been mothballed; and convocation online
fieldwork interrupted
Healthcare Overcrowded hospitals, inability to Contact tracing, forecasting resource Al, ML, cloud computing,
meet the demands on them requirements, allotment of scare resources based chatbot
on a patient’s survivability, COVID-19 vaccine
development, telehealth (online consultation with a
doctor or medical professional); automated
diagnosis
Business Closure of business, avoidance ofin- Adherence to social distancing, services online, work | Chatbot, drone delivery, online
person retail shopping from home meeting software, virtual
office/desktop, remote access to
work
Industry Closure of business, avoidance of in- Work from home, remote operations, automation Robots, automation, 3-D
person retail shopping and autonomous operation printing
Retail Stores closed, only online service, Online shopping, home delivery The Web, online payment,
avoidance of retail shopping contactless payment
Government Spike in demands from citizens for Migration to online services Cloud, the Web, online

assistance, disruption to normal
operations

meeting application

Entertainment

Entertainment venues (parks,
cinema) closed, sports without
spectators

Viewing online

Audio and video streaming,
virtual reality

Personal life and
social interaction

Lockdown

Indoor activities

Phone, audio and video chats,
streaming, online gaming

Spirituality and
religious practices

Places of worship closed

Online participation, prayers from home, worship
through livestream

Audio and video streaming,
virtual reality

Conferences

In-person conferences banned; virtual
conferences

Online presentation and discussion

Video streaming, virtual
conference software
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The point of assessing our risks is to identify a set of actions we can take to reduce them. These actions are termed “controls” and the ISO27001 standard has a long list of 114 reference controls at the back of it. These are grouped into the 14 areas shown on the slide. This shows that the ISO27001 standard doesn’t just cover technical areas; it’s a wide definition of information security and considers areas such as human resources, suppliers, physical security and compliance too. The organization will use these controls (and any others it thinks it needs) to reduce our risk. Notice that we are talking about “reducing” risk, not getting rid of it completely; there will always be an element of risk involved in everything we do and its possible (some would say likely) that we may still experience a security breach. This is why we also need to ensure that we are prepared to manage any incidents as they happen and that is a key part of the standard also.


Big Scary Monsters - Global transformation caused by COVID-19

&

STEVEN MCQUEEN #Nerh coseAur- EXRLROME

PRODUCEDBY ORECTEDBY SCREENPLAYBY
JACKH.HARRIS - IRVINS, YEAWORTH, JR. THEODORE SIMONSON oKATE PHILLIPS

FROM AN IDEABY IRVINE . MLLGATE ATONYLYN PRODUCTION - COLORBY DELUE

The Blob is an amorphous mass of alien
goo that appears in the 1958 film of the
same name. Appearing as nothing more
than a mass of red gelatin, this creature
possesses animalistic intelligence, acting
purely on the instinct to feed. It feeds on
flesh and gains mass as it consumes
other creatures

A HORROR HORDE OF CRAWL-AND-CRUSH GIANTS

CLAWING OUT OF THE EARTH

FROM MILE-DEEP

THEM! JAMES WHTMORE . EDMUND GIWENN . JOAN WELDON . JAMES ARMESS

Them While investigating a series of mysterious The FUD Factor - Fear,

deaths, Sergeant Ben Peterson finds a young girl Uncertainty and Doubt
agent Robert Graham and scientist Dr. Harold
Medford), he discovers that all the incidents are
due to giant ants that have been mutated by atomic
radiation. Peterson and Graham, with the aid of the
military, attempt to find the queen ants and destroy
the nests before the danger spreads.

CYBERSECURITY
FRAMEWORK
VERSION 1.1
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CSF Identify Controls for COVID-19

CISA INSIGHTS

Risk Management for Novel Coronavirus
(COVID-19)

The Threat and How to Think About It

This product is for executives to help them think through physical, supply chain, and cybersecurity
issues that may arise from the spread of Novel Coronavirus, or COVID-19. According to the U.S.
Centers for Disease Control and Prevention (CDC), COVID-19 has been detected in locations around
the world, including multiple areas throughout the U.S. This is a rapidly evolving situation and for
more information, visit the CDC's COVID-19 Situation Summary.

What's in this guide:

COVID-19 CISA's Role as the Nation’s Risk Advisor
»?) Risk Profile The Cybersecurity and Infrastructure Security Agency (CISA)
2 = As of March 2020, the CDC is working closely with partners to prepare for possible impacts
notes that most people in of a COVID-19 outbreak in the United States. COVID-19 contain- & Actions for your
STEVEN MCQUEEN ANETA CORSEAUT EARL ROWE the United States have little ment and mitigation strategies will rely heavily on healthcare Supply Chain

FRONEDEY ORECTDE( SCREELA Bt
JACKH. HARRIS - IRVIN'S. YEAWORTH, JR - THEQDORE SIMONSONsaKATE PHILLPS  to this virus. The virus is NoT  government officials of occurrences.

FROMAN IDEABY IRVINE H. MLLGATE

ATONYLYN PRODUCTION - COLORIBY DE LLYE

immediate risk of exposure professionals and first responders detecting and notifying

currently spreading widely in

the United States. CISA will use its relationships with interagency and industry

partners to facilitate greater communication, coordination,
In anticipation of a broader prioritization and information-sharing between the private
spread of COVID-19, globally sector and the government.

@ Cybersecurity for

Organizations

https://www.cisa.gov/sites/default/files/publications/20 0306 cisa insights risk management for novel

CYBERSECURITY
FRAMEWORK
VERSION 1.1

Asset Manag;_-me;nt ID.AM
Business Environment ID.BE
Governance ID.GV
Risk Assessment ID.RA
Risk Management ID.RM

Strategy

coronavirus 0.pdf
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CSF Recover Controls for COVID-19 - https://www.acq.osd.mil/jrac/da2/index.html

Defense Assisted Acquisition (DA2) Cell

The DA2 has assumed the interagency efforts for COVID-19 medical
resource acquisition previously coordinated by the DoD’s Joint Acquisition
Task Force (JATF). Nested within the Joint Rapid Acquisition Cell (JRAC),
the DAZ2 is poised to rapidly respond to the nation’s most urgent acquisition
needs in current and future national emergencies.

+DOD Awards $231.8 Million Contract to Ellume USA LLC to Increase Domestic Production Capacity
and Deliver COVID-19 Home Tests

+DOD Awards $69.3 Million Contract to CONTINUUS Pharmaceuticals to Develop US-based
Continuous Manufacturing Capability for Critical Medicines

+DOD Awards $110 Million Firm Fixed Price Contract Action to Puritan Medical Products to Increase
Domestic Production Capacity of Foam Tip Swabs

+DOD Awards $15 Million Firm Fixed Price Contract to Corning Incorporated to Increase Domestic
Production Capacity of Robotic Pipette Tips

+DOD Awards $4.8 Million Indefinite Delivery/Indefinite Quantity to a Calibre Scientific Subsidiary,
Anatrace, to Increase Domestic Production Capacity of COVID-19 Testing Reagents

CYBERSECURITY
= FRAMEWORK
2 VERSION 1.1

AHORROR HORDE OF CRAWL-AND-CRUSH GIANTS

CLAWING OUT OF THEEARTH

FROM MILE-DEEP

/(catacoms:

STEVEN MQUEEN erscoRseaur-EiRLRowe

PRODLCEDBY DRECTEDBY SCREENPLAYBY
JACKH HARRIS - VNS YEAqu R THEODORE SHIONSON s KATE PHILLPS

Recovery Planning RC.RP
Improvements RC.IM
Communications RC.CO
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SUNBURST - Solar Winds ORION NMS APT Attack (2019 - 2021) - Oops

SUPPLY CHAIN COMPROMISE

UPDATED

APT Compromise of Government

A L E RT Agencies, Critical Infrastructure,

and Private Sector Organizations

CISA is tracking a significant cyber incident impacting enterprise networks across federal, state, and local governments,
as well as critical infrastructure entities and other private sector organizations. An advanced persistent threat (APT)
actor is responsible for compromising the SolarWinds Orion software supply chain, as well as widespread abuse of
commonly used authentication mechanisms. This threat actor has the resources, patience, and expertise to gain access
to and privileges over highly sensitive information if left unchecked. CISA urges organizations to prioritize measures to
identify and address this threat.

Pursuant to Presidential Policy Directive (PPD) 41, CISA, the Federal Bureau of Investigation (FBI) and the Office of the
Director of National Intellizence (ODNI) have formed a Cyber Unified Coordination Group (UCG) to coordinate a whole-

of-government response to this significant cyber incident.

CISA also remains in regular contact with public and private sector stakeholders and international partners, providing
technical assistance upon request, and making information and resources available to help those affected to recover

quickly from incidents related to this campaign.

https://www.cisa.gov/supply-chain-compromise
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No One Knows How Deep Russia's Hacking Rampage Goes

A supply chain attack against IT company SolarWinds has exposed as many as 18,000 companies to Cozy Bear's attacks.

» SANS Bulletin - Threat Actors Behind SolarWinds Used Multiple Attack Vectors - (January 29 & February 1, 2021)

» The acting director of the US Cybersecurity and Infrastructure Security Agency (CISA) says that “significant numbers of both
the private-sector and government victims linked to this campaign had no direct connection to SolarWinds.” The threat actors
multiple attack vectors. (Please note that the WSJ story is behind a paywall.)

» Read more in:
- www.securityweek.com: CISA Says Many Victims of SolarWinds Hackers Had No Direct Link to SolarWinds
- www.scmagazine.com: Does SolarWinds change the rules in offensive cyber? Experts say no, but offer alternatives
- www.scmagazine.com: As SolarWinds spooks tech firms into rechecking code, some won't like what they find
- www.zdnet.com: SolarWinds attack is not an outlier, but a moment of reckoning for security industry, says Microsoft exec
- www.wsj.com: Suspected Russian Hack Extends Far Beyond SolarWinds Software, Investigators Say (paywall)
- arstechnica.com: 30% of “SolarWinds hack” victims didn’t actually use SolarWinds
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https://www.zdnet.com/article/solarwinds-attack-is-not-an-outlier-but-a-moment-of-reckoning-for-security-industry-says-microsoft-exec/
https://www.wsj.com/articles/suspected-russian-hack-extends-far-beyond-solarwinds-software-investigators-say-11611921601
https://arstechnica.com/information-technology/2021/01/30-of-solarwinds-hack-victims-didnt-actually-use-solarwinds/

SUNBURST - Solar Winds ORION NMS APT Attack (2019 - 2021) - Oops

Attack Timeline — Overview
11/4/19
Test code 12/17/20
injection ends 6/4/20 US-CERT alert issued
TA removes malware
from build VMs 12/15/20
SWi releases software fix
9/12/19 3/26/20
TA injects test code Hotfix 5 DLL 12/14/20
and begins trial run available to SWi files 8K and
customers notifies shareholders
and customers
9/4/19 2/20/20 12/12/20
Threat Actor SUNMBURST SolarWinds
(TA) accessed compiled and notified Investigation
SolarWinds deployed of SUNBURST ongoing

All events, dates, and times spproximate and subject to change; pending completed investigation.

https://www.channele2e.com/technology/security/solarwinds-orion-breach-hacking-incident-timeline-and-updated-details
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NASA Visualization Shows a Black Hole’s Warped World

This new visualization of a black hole illustrates how its gravity distorts our view, warping its surroundings as if seen in a carnival mirror. The
visualization simulates the appearance of a black hole where infalling matter has collected into a thin, hot structure called an accretion disk.
The black hole’s extreme gravity skews light emitted by different regions of the disk, producing the misshapen appearance.
https://www.nasa.gov/feature/goddard/2019/nasa-visualization-shows-a-black-hole-s-warped-world
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Figure 11-1. Project Risk Management Overview

A Guide to the
Project Management

Body of Knowledge

_ _ Third Edition
Project Risk Management (PMBOK® Guide)

Project Risk Management mcludes the processes concemed with conducting nisk
management planmng identification. analysis, responses. and monttormg and
control on a project; most of these processes are updated throughout the project.
The objectives of Project Risk Management are to ncrease the probability and
mmpact of positive events, and decrease the probability and mmpact of events
adverse to the project. Figure 11-1 provides an overview of the Project Rusk
Management processes, and Figure 11-2 provides a process flow diagram of those
processes and their inputs. outputs, and other related Knowledge Area processes.
The Project Risk Management processes include the following:

11.1 Risk Management Planning — deciding how to approach. plan, and execute
the risk management activities for a project.

11.2 Risk Identification — determuming which nisks mught affect the project and
documentmg ther charactenistics.

11.3 Qualitative Risk Analysis — prioritizing nisks for subsequent further analysis
or action by assessmg and combinng their probability of occurrence and
tmpact.

11.4 Quantitative Risk Amnalvsis — numencally analyzing the effect on overall
project objectives of identified risks.

11.5 Risk Response Planning — developmng options and actions to enhance
opportunities. and to reduce threats to project objectives.

11.6 Risk Monitoring and Control — tracking identified risks. monitorng resicdual
risks, identifying new risks executing risk response plans, and evaluating
their effectiveness throughout the project life cycle.
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Taking Risk Management to the Boardroom

Rational
Cybersecurity
for Business

AWM IRGANITATIOMAL &M0 STRATEGIC APPROACH

The Security Leaders’ Guide
to Business Alignment

Dan Blum
Apress
opeéen
The first comprehensive field guide to cybersecurity-business Cyberthreats are among the most critical issues facing the world
alignment. Focuses on six areas to maximize the today. Cybersecurity Management draws on case studies to analyze
effectiveness of your cybersecurity program: risk cybercrime at the macro level, and evaluates the strategic and
management, control baseline, security culture, IT organizational issues connected to cybersecurity. Cross-disciplinary in
rationalization, access control, and cyber-resilience its focus, orientation, and scope, this book looks at emerging
*Includes more than 50 keys to alignment and advice on how communication technologies that are currently under development to
to scale them for businesses of different types and sizes tackle emerging threats to data privacy.
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Rational Cybersecurity for Business — Dan Blum
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Cybersecurity Management — Nir Kshetri
Part Three: Strategic and Organizational Issues
3 The Economics of Cybercrimes 49 Associated with Cybersecurity

3.1 Introduction 49

3.2 The Environment and Structure of Cybercrimes: The Vicious Circle 52 g C”qmmm Cvbersecurity STTHTL'L[\' 151
3.3 A Cybercriminal’s Cost-benefit Caleulus 58 o N o
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Cybersecurity Management — Nir Kshetri
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ISO 27032 Lead Cybersecurity Manager

Benefits of ISO/IEC 27032 Cybersecurity Management

Becoming a Certified ISO/IEC 27032 Cybersecurity Management enables you to:

Protect the organization's data and privacy from cyber threats

Strengthen your skills in the establishment and maintenance of a Cybersecurity program
Develop best practices to managing cybersecurity policies

Improve the security system of organization and its business continuity

Build confidence to stakeholders for your security measures.

Respond and recover faster in the event of an incident

?‘
W

3
T

81% 67%

Of businesses are Are able to respond Improve security Reduce the
able to predict a to cybersecurity education and likelihood of a losses
cyberattack attacks awareness future cyberattack

56% 65%

Reduce financial

PECB

Professional Evaluation and Certification Board
herchy attests that
Tim Weil
i awarded the title

PECB Certified ISO/IEC 27032 Lead Cybersecurity Manager

having met all the cemtification requirements, including all examination
requirements, professional experience and adoption of the FECB Code of Ethics

Certificate Number: CSLM 143246- 200048 {,ﬂ"&'m’

lssine Dabe: 2OZ0-06-14

This cestificaes is valld foe thise years for the pepose of PECH cemification Camlisa Cabezas, Comgliance

Thearere

ISO/IEC 27032 Cybersecurity training provides a real-
world solution to individuals in protecting their privacy
and organization data from phishing scams, cyber-
attacks, hacking, data breaches, spyware, espionage,
sabotage and other cyber threats. Being certified with
ISO/IEC 27032 will demonstrate to your clients and
stakeholders that you can manage and provide
solutions to their cyber security issues.
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ISO 27032 Lead Cybersecurity Manager

Day 1 | Introduction to Cybersecurity and related concepts as recommended by ISO/IEC 27032

» Course objectives and structure » Initiating a cybersecurity program
» Standards and regulatory frameworks » Analyzing the organization

» Fundamental concepts in cybersecurity » Leadership

» Cybersecurity program

Day 2 ‘ Cybersecurity policies, risk management and attack mechanisms

» Cybersecurity policies » Attack mechanisms
» Cybersecurity risk management

Day 3 ‘ Cybersecurity controls, information sharing and coordination

» Cybersecurity controls » Training and awareness program

» Information sharing and coordination

Day 4 ‘ Incident management, monitoring and continuous improvement

» Business continuity » Performance measurement
» Cybersecurity incident management » Continuous improvement

» Cybersecurity incident response and recovery » Closing the training

» Testing in Cybersecurity

PECB

Professional Evaluation and Certification Board

hereby attests that
Tim Weil
is awarded the title

PECB Certified ISO/IEC 27032 Lead Cvbersecurity Manager

having met all the centification requirements, including all examination
requirements, professional expericnce and adoption of the PECB Code of Ethics

Certificate Number: CSLM 143246- 200048 {L&w’

lssine Dabe: 2OZ0-06-14

This cestificaes is valld foe thise years for the pepose of PECH cemification Camlisa Cabezas, Comgliance

Domain 1 | Fundamental principles and concepts of cybersecurity
Domain 2 | Roles and responsibilities of stakeholders

Domain 3 |Cybersecurity Risk Management

Domain 4 | Attack mechanisms and cybersecurity controls
Domain 5 | Information sharing and coordination

Domain 6 | Integrating cybersecurity program in Business Continuity Management (BCM)

Domain 7 | Cybersecurity incident management and performance measurement
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The ISO/IEC 27001 standard

Risk
assessment

ISO/IEC 27001 Controls

Information
security policies

Organisation of
information

Human resources
security

Asset
management

security

Continual
Improvement

Assetregister

Physical and
environmental
security

Operations

Access control Cryptography security

Management
system

System
acquisition, Supplier Incident

Communications
security development and
maintenance

Resources management
and

competence

Performance relationships

management

Awareness . Business
and Clauses 4 through 10 deal with: continuity
communication management

Compliance

» Scoping of the ISMS
» l|dentifying and evaluating Risks

* Risk Treatment and mitigation

* Managing and measuring performance of the ISMS
+ Tracking non-conformities and resolution

* Continuous improvement

Annex A deals with:
114 Optional controls for risk mitigation
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The point of assessing our risks is to identify a set of actions we can take to reduce them. These actions are termed “controls” and the ISO27001 standard has a long list of 114 reference controls at the back of it. These are grouped into the 14 areas shown on the slide. This shows that the ISO27001 standard doesn’t just cover technical areas; it’s a wide definition of information security and considers areas such as human resources, suppliers, physical security and compliance too. The organization will use these controls (and any others it thinks it needs) to reduce our risk. Notice that we are talking about “reducing” risk, not getting rid of it completely; there will always be an element of risk involved in everything we do and its possible (some would say likely) that we may still experience a security breach. This is why we also need to ensure that we are prepared to manage any incidents as they happen and that is a key part of the standard also.


Context of the Risk Assessment — AMS Products and Services — nito-//www.scramsystems.com

.t,

o

p- PERRY JOHNSON
p—= REGISTRARS, INC.

1 i

L.Etfiﬁcuis O/L ;/\')55;} (stration

L'D.E'z':«;r L;ZOEFMOIL :ﬁ"icjéﬂha’ri, Tha., has audited

H;,;_— _'rfrzf‘o‘zrr:afz}_#z éécutify 5' [cemsfﬁmazﬁ .:’\:ijsfarz U}(.'

Alcohol Monitoring Systems, Inc.

1241 West Mineral Avenue, Littleton, CO 80120 United States
(This is a muitisite scheme. See Appendix for site specific details,)

Jlj‘cs':siuuﬁa'i called the R'L}'{ycaa:_fznl.ée'wz} and J'L;':sﬂgnj.l dealares that

"\Diﬂcuaizaffura £ iz cuuﬁ)ﬂuw::z (\'L'Hr::
ISOAEC 27001:2013

o o
s .':-"'d:‘:jﬁ}!‘.'uaf.!'ur.'. sl ::’.El,l;':_'.:!‘. to the ft'!n'!L'llT{lf.':Jl soofe:

Operation and Development of the SaaS Platform for Alcohol Moniforing, Offender Management,

and Judicial Management Services

(Sratement of Applicabiliey: 652017)

After a thorough independent audit, SCRAM Systems
has received ISO/IEC 27001:2013 certification for
alcohol monitoring, offender management, and
judicial management services in SCRAMnet, our
Software as a Service (SaaS) program. This
confirms that SCRAM Systems has implemented
internationally-recognized best practices and
standards for its Information Security Management
System (ISMS).

The certification complements the 1ISO 9001
certification for quality management systems (QMS)
acquired previously.

ISO is an independent, international organization that
develops standards to help businesses create and
deliver quality products, services, and systems. The
International Electrotechnical Commission (IEC)
develops standards for information technology (IT) and
information and communications technology (ICT).nt.
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Webb's Orbit

Ok

Earth’'s Orbit

https://www.space.com/james-webb-space-telescope-mission-explained

How the James Webb Space Telescope works in pictures

The James \Webb Space Telescope, also known as Webb or JWST, is a high-capability space observatory designed to revolutionize
fields of astronomy ranging from star formation to galaxy evolution and from the very first galaxies of the universe to the properties of
planetary systems. However, because JWST is a project of unprecedented complexity, the mission has struggled to launch. What
had initially been proposed as a $1 billion observatory launching in 2007 has become a $10 billion project launching in 2021.



https://www.space.com/21925-james-webb-space-telescope-jwst.html
https://www.space.com/james-webb-space-telescope-mission-explained

You don’t need a weatherman to tell which way the wind blows.
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Thank you for joining us!

‘SecurityFeeds LLC
~ Information Assurance for the Enterprise Network

Tim Weil - CISSP/CCSP, CISA, PMP
Information Security Manager

 POBox 18385
Benver "CO. 80218
Phone: ?20465@*95?%;{'-"-‘} =
 Raw:240337.1305
 Website: htrpy//securityfeeds.com -

SecurityFeeds LLC provides IT Management Consulting services

» Communications and Security Engineering
+ Data Processing (Systems Engineering)

* Project and Program Management

+ Risk Management (ISO 27001)

Our expertise includes Enterprise Security Architecture, Cloud
Security, Program Management, and Network Engineering.

"RISK is a four-letter word"

http://www.securityfeeds.com - trweil@ieee.org
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