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Objectives of this Presentation

Cyberspace – Out Point of Departure

-- A Writer’s Life

-- Risk Landscape Evaluation

-- Cloud Computing Model (NIST)

-- NIST Risk Management Framework

-- ISO 27001

Information Security Management Models

-- FISMA and FedRamp

-- Center for Internet Security (CIS) Top 18 Controls

-- NIST Cybersecurity Frameworks

Global transformation caused by COVID-19

-- Global transformation of Information Technology Services

-- COVID Smackdown – NIST CSF vs Big Scary Monsters

-- Attack on US Government Systems (2019-2021)

-- MITRE Att%ck Taxonomies and Methods

Emerging Road Maps for Risk Management

-- Project Management Institute (PMBOK)

-- Rational Cybersecurity for Business (Blum) vs Cybersecurity 
Management (Kshetri)

-- Information Security Management Systems (ISO 27001)
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A Writer’s Life –
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Adding Attributes to Role Based Access Control reaches 500 
citations on Google Scholar - https://lnkd.in/ew_BQaF

https://lnkd.in/ew_BQaF
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https://www.computer.org/csdl/magazine/it/2020/06/09250314/1oxkJTuIsMg

https://www.computer.org/csdl/magazine/it/2020/06/09250314/1oxkJTuIsMg
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Cyberspace – Our Point of Departure – Wired Magazine (June ‘08) -
https://www.wired.com/2008/05/pentagon-define/

"More than two decades after novelist William Gibson coined the 

term cyberspace as a 'consensual hallucination' of data... the 

Pentagon has come up with its own definition,"* *Inside Defense

reports. "A May 12 'for official use only' memo signed by Deputy 

Defense Secretary Gordon England... offers a 28-word meaning 

for the term.“ It is decidedly "less poetic" than Gibson's

Cyberspace, England writes, is “a global domain within the 

information environment consisting of the interdependent network 

of information technology infrastructures, including the Internet, 

telecommunications networks, computer systems, and embedded 

processors and controllers.” *

*It is a far cry from the prose Gibson used in his 1984 novel 

“Neuromancer” to describe cyberspace: “A graphic representation 

of data abstracted from banks of every computer in the human 

system. Unthinkable complexity. Lines of light ranged in the 

nonspace of the mind, clusters and constellations of data. Like 

city lights, receding.”

https://www.wired.com/2008/05/pentagon-define/
http://www.williamgibsonbooks.com/index.asp
http://www.technovelgy.com/ct/content.asp?Bnum=53
http://defensenewsstand.com/
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How we got to the cloud
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NIST Cloud Computing Model

https://securityfeeds.us/cloud-security

https://securityfeeds.us/cloud-security
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Now What? (Lessons learn from Enterprise Risk Assessment of the
National Science Foundation’s US Antarctic Program)

Encryption

Virtualization 

IT

Governance

IT 101 – What Problems Are We Trying to Solve?

Identify ‘Fix-It’ areas in the program

Understand Current State (Remediation)

Improve ‘ad hoc’, ‘not my problem’ state

Manage Information Security & Privacy Risk

Improve Continuous Monitoring Process
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Big Scary Monsters – Data Breaches
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RISK MANAGEMENT 
PROCESS – LIFE / 
CYCLE

• Use Risk Matrix to 

Prioritize actions and 

expenditures.  Most 

economic value for each 

risk considered.

• Nominate Tasks and 

Expenditures for budget 

allocation

• Implementation of 

critical Infrastructure 

https://www.ssh.com/compliance/cybersecurity-framework/
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The FISMA Risk Management Framework. 
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Benefits of ISO 27001 - ISO /IEC 27001:2013 Structure and Content

ISO/IEC 27001:2013 Implementation, Certification from a certification body demonstrates that the security 
of organization information has been addressed, valuable data and information assets properly controlled.

Also there is List of benefits By achieving certification to ISO/IEC 27001:2013 organization will be able to
acquire numerous benefits including:

Ahmed Riad, BlueKaizen Magazine, Benefits of ISO 27001- https://www.slideshare.net/AhmedRiad2/isoiec-https://www.slideshare.net/AhmedRiad2/isoiec-2

https://www.slideshare.net/AhmedRiad2/isoiec-2
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FISMA Model - For Assessment and Authorization
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FEDRAMP Model - For Assessment and Authorization
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Which framework is right for my business?

 NIST Cybersecurity Framework vs ISO 27002 vs NIST 800-53 vs Secure Controls Framework

 It is important to understand that picking a cybersecurity framework is more of a business decision and less of a technical 
decision. Realistically, the process of selecting a cybersecurity framework must be driven by a fundamental understanding of 
what your organization needs to comply with from a statutory, regulatory and contractual perspective, since that 
understanding establishes the minimum set of requirements necessary to (1) not be considered negligent with reasonable 
expectations for security & privacy; (2) comply with applicable laws, regulations and contracts; and (3) implement the proper 
controls to secure your systems, applications and processes from reasonable threats. This understanding makes it pretty 
easy to determine where on the "framework spectrum" (shown below) you need to focus for selecting a set of cybersecurity 
principles to follow. This process generally leads to selecting either the NIST Cybersecurity Framework, ISO 27002 or NIST 
800-53 as a starting point:

https://www.complianceforge.com/faq/nist-800-53-vs-iso-27002-vs-nist-csf.html

https://www.complianceforge.com/faq/nist-800-53-vs-iso-27002-vs-nist-csf.html
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Which framework is right for my business?

https://www.cisecurity.org/controls/cis-controls-list/

https://www.cisecurity.org/controls/cis-controls-list/
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Which framework is right for my business?
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NIST Cybersecurity Framework  –

From process view, cybersecurity starts from understanding the organization, its mission, its risk tolerance. Part of this is 

understanding the organization's role in critical infrastructure. These are used to define roles, responsibilities, policies, and 

processes. Cybersecurity is realized as technical controls, monitoring, and planned responses. The processes are reviewed and 

improved based on experience.
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NIST Cybersecurity Framework – https://www.praxiom.com

https://www.praxiom.com/
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NIST Cybersecurity Framework – https://www.praxiom.com

https://www.praxiom.com/
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Global transformation caused by COVID-19
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Global transformation caused by COVID-19

Industry Response/Impact Response Underlying technology/ 

operation

Education Widespread closure of educational 

institutions; access to labs is restricted; 

projects have been mothballed; and 

fieldwork interrupted

Virtual learning environment (online teaching, 

presentation, assessment, and consultation); 

convocation online

Online video conferencing 

software, virtual labs on cloud

Healthcare Overcrowded hospitals, inability to 

meet the demands on them

Contact tracing, forecasting resource 

requirements, allotment of scare resources based 

on a patient’s survivability, COVID-19 vaccine 

development, telehealth (online consultation with a 

doctor or medical professional); automated 

diagnosis

AI, ML, cloud computing, 

chatbot

Business Closure of business, avoidance ofin-

person retail shopping

Adherence to social distancing, services online, work 

from home

Chatbot, drone delivery, online 

meeting software, virtual 

office/desktop, remote access to 

work

Industry Closure of business, avoidance of in-

person retail shopping

Work from home, remote operations, automation 

and autonomous operation

Robots, automation, 3-D 

printing

Retail Stores closed, only online service, 

avoidance of retail shopping

Online shopping, home delivery The Web, online payment, 

contactless payment

Government Spike in demands from citizens for 

assistance, disruption to normal

operations

Migration to online services Cloud, the Web, online 

meeting application

Entertainment Entertainment venues (parks, 

cinema) closed, sports without 

spectators

Viewing online Audio and video streaming, 

virtual reality

Personal life and 

social interaction

Lockdown Indoor activities Phone, audio and video chats, 

streaming, online gaming

Spirituality and 

religious practices

Places of worship closed Online participation, prayers from home, worship 

through livestream

Audio and video streaming, 

virtual reality

Conferences In-person conferences banned; virtual 

conferences

Online presentation and discussion Video streaming, virtual 

conference software
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Big Scary Monsters - Global transformation caused by COVID-19

The FUD Factor – Fear, 

Uncertainty and DoubtThe Blob is an amorphous mass of alien 

goo that appears in the 1958 film of the 

same name. Appearing as nothing more 

than a mass of red gelatin, this creature 

possesses animalistic intelligence, acting 

purely on the instinct to feed. It feeds on 

flesh and gains mass as it consumes 

other creatures

Them While investigating a series of mysterious 

deaths, Sergeant Ben Peterson finds a young girl 

agent Robert Graham and scientist Dr. Harold 

Medford), he discovers that all the incidents are 

due to giant ants that have been mutated by atomic 

radiation. Peterson and Graham, with the aid of the 

military, attempt to find the queen ants and destroy 

the nests before the danger spreads.
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CSF Identify Categories related to COVID-19

Cybersecurity management response Online resource

CxO Education (Security Architects 

Partners)

https://security-architect.com/waking-up-to-the-new-

covid-19-cybersecurity-reality/

COVID-19 Joint Acquisition Task Force https://www.acq.osd.mil/jatf.html

US DHS Cyber and Infrastructure Agency 

(CISA)

https://www.cisa.gov/sites/default/files/publications/20_0306_ci

sa_insights_risk_management_for_novel_coronavirus_0.pdf

NIST SP 800-46 Guide to enterprise

telework, remote access, and BYOD

security

https://csrc.nist.gov/publications/detail/sp/800-46/rev-

2/final

https://security-architect.com/waking-up-to-the-new-covid-19-cybersecurity-reality/
https://www.acq.osd.mil/jatf.html
https://www.cisa.gov/sites/default/files/publications/20_0306_cisa_insights_risk_management_for_novel_coronavirus_0.pdf
https://csrc.nist.gov/publications/detail/sp/800-46/rev-2/ﬁnal
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https://www.cisa.gov/sites/default/files/publications/20_0306_cisa_insights_risk_management_for_novel_coronavirus_0.pdf

US Cybersecurity and Infrastructure Security Agency (CISA) 

https://www.cisa.gov/sites/default/files/publications/20_0306_cisa_insights_risk_management_for_novel_coronavirus_0.pdf
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CSF Recover Controls for COVID-19 - https://www.acq.osd.mil/jrac/da2/index.html

•DOD Awards $231.8 Million Contract to Ellume USA LLC to Increase Domestic Production Capacity 

and Deliver COVID-19 Home Tests

•DOD Awards $69.3 Million Contract to CONTINUUS Pharmaceuticals to Develop US-based 

Continuous Manufacturing Capability for Critical Medicines

•DOD Awards $110 Million Firm Fixed Price Contract Action to Puritan Medical Products to Increase 

Domestic Production Capacity of Foam Tip Swabs

•DOD Awards $15 Million Firm Fixed Price Contract to Corning Incorporated to Increase Domestic 

Production Capacity of Robotic Pipette Tips

•DOD Awards $4.8 Million Indefinite Delivery/Indefinite Quantity to a Calibre Scientific Subsidiary, 

Anatrace, to Increase Domestic Production Capacity of COVID-19 Testing Reagents

The DA2 has assumed the interagency efforts for COVID-19 medical 

resource acquisition previously coordinated by the DoD’s Joint Acquisition 

Task Force (JATF). Nested within the Joint Rapid Acquisition Cell (JRAC), 

the DA2 is poised to rapidly respond to the nation’s most urgent acquisition 

needs in current and future national emergencies.

https://www.defense.gov/Newsroom/Releases/Release/Article/2488793/dod-awards-2318-million-contract-to-ellume-usa-llc-to-increase-domestic-product/
https://www.defense.gov/Newsroom/Releases/Release/Article/2474092/dod-awards-693-million-contract-to-continuus-pharmaceuticals-to-develop-us-base/
https://www.defense.gov/Newsroom/Releases/Release/Article/2467020/dod-awards-110-million-firm-fixed-price-contract-action-to-puritan-medical-prod/
https://www.defense.gov/Newsroom/Releases/Release/Article/2456647/dod-awards-15-million-firm-fixed-price-contract-to-corning-incorporated-to-incr/
https://www.defense.gov/Newsroom/Releases/Release/Article/2454163/dod-awards-48-million-indefinite-deliveryindefinite-quantity-to-a-calibre-scien/
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SUNBURST - Solar Winds ORION NMS APT Attack (2019 - 2021) - Oops

https://www.cisa.gov/supply-chain-compromise
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https://www.channele2e.com/technology/security/solarwinds-orion-breach-hacking-incident-timeline-and-updated-details

SUNBURST - Solar Winds ORION NMS APT Attack (2019 - 2021) - Oops

https://www.channele2e.com/technology/security/solarwinds-orion-breach-hacking-incident-timeline-and-updated-details/#:~:text=Source%3A%20Reuters%2C%20January%2011%2C,SolarWinds%20on%20September%204%2C%202019
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Taxonomy of Cloud Security Attacks

https://attack.mitre.org/

https://attack.mitre.org/
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SUNBURST - Solar Winds ORION NMS APT Attack (2019 - 2021) – GAO Report
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SANS Bulletin - Threat Actors Behind SolarWinds Used Multiple Attack Vectors - (January 29 & February 1, 2021)

The acting director of the US Cybersecurity and Infrastructure Security Agency (CISA) says that “significant numbers of both 

the private-sector and government victims linked to this campaign had no direct connection to SolarWinds.” The threat actors 

multiple attack vectors 

 Cleaning up SolarWinds hack may cost as much as $100 billion.  Government agencies, private corporations will spend 

months and billions of dollars to root out the Russian malicious code

Read more in:

- www.securityweek.com: CISA Says Many Victims of SolarWinds Hackers Had No Direct Link to SolarWinds

- www.scmagazine.com: Does SolarWinds change the rules in offensive cyber? Experts say no, but offer alternatives

- www.scmagazine.com: As SolarWinds spooks tech firms into rechecking code, some won’t like what they find

- www.zdnet.com: SolarWinds attack is not an outlier, but a moment of reckoning for security industry, says Microsoft exec

- www.wsj.com: Suspected Russian Hack Extends Far Beyond SolarWinds Software, Investigators Say (paywall)

- arstechnica.com: 30% of “SolarWinds hack” victims didn’t actually use SolarWinds

https://www.securityweek.com/cisa-says-many-victims-solarwinds-hackers-had-no-direct-link-solarwinds
https://www.scmagazine.com/home/security-news/apts-cyberespionage/does-solarwinds-change-the-rules-in-offensive-cyber-experts-say-no-but-offer-alternatives/
https://www.scmagazine.com/application-security/as-solarwinds-spooks-tech-firms-into-rechecking-code-some-wont-like-what-they-find/
https://www.zdnet.com/article/solarwinds-attack-is-not-an-outlier-but-a-moment-of-reckoning-for-security-industry-says-microsoft-exec/
https://www.wsj.com/articles/suspected-russian-hack-extends-far-beyond-solarwinds-software-investigators-say-11611921601
https://arstechnica.com/information-technology/2021/01/30-of-solarwinds-hack-victims-didnt-actually-use-solarwinds/
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NASA Visualization Shows a Black Hole’s Warped World
This new visualization of a black hole illustrates how its gravity distorts our view, warping its surroundings as if seen in a carnival mirror. The 

visualization simulates the appearance of a black hole where infalling matter has collected into a thin, hot structure called an accretion disk. 

The black hole’s extreme gravity skews light emitted by different regions of the disk, producing the misshapen appearance.

https://www.nasa.gov/feature/goddard/2019/nasa-visualization-shows-a-black-hole-s-warped-world

https://www.nasa.gov/feature/goddard/2019/nasa-visualization-shows-a-black-hole-s-warped-world
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Practical Risk Management Methods (PMI PMBOK)
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Taking Risk Management to the Boardroom

The first comprehensive field guide to cybersecurity-business 
alignment.  Focuses on six areas to maximize the 
effectiveness of your cybersecurity program: risk 
management, control baseline, security culture, IT 
rationalization, access control, and cyber-resilience
•Includes more than 50 keys to alignment and advice on how 
to scale them for businesses of different types and sizes

Cyberthreats are among the most critical issues facing 
the world today. Cybersecurity Management draws on 
case studies to analyze cybercrime at the macro level, 
and evaluates the strategic and organizational issues 
connected to cybersecurity. Cross-disciplinary in its focus, 
orientation, and scope, this book looks at emerging 
communication technologies that are currently under 
development to tackle emerging threats to data privacy.
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Rational Cybersecurity for Business – Dan Blum
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Cybersecurity Management – Nir Kshetri
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Cybersecurity Management – Nir Kshetri
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ISO/IEC 27001 Controls v2022 vs 2013The ISO/IEC 27001 standard
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ISO 27002:2022 vs :2013 https://www.advantio.com/blog/whats-new-in-iso/iec-27002-2022-updates

Control Type of control

5.7 Threat intelligence Organizational

5.23 Information security for use of cloud services Organizational

5.30 ICT readiness for business continuity Organizational

7.4 Physical security monitoring Physical

8.9 Configuration management Technological

8.10 Information deletion Technological

8.11 Data masking Technological

8.12 Data leakage prevention Technological

8.16 Monitoring activities Technological

8.23 Web filtering Technological

8.28 Secure coding Technological

https://www.advantio.com/blog/whats-new-in-iso/iec-27002-2022-updates
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A Line of Business for a Certification Company (ISO 27001)
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How the James Webb Space Telescope works in pictures
The James Webb Space Telescope, also known as Webb or JWST, is a high-capability space observatory designed to revolutionize 

fields of astronomy ranging from star formation to galaxy evolution and from the very first galaxies of the universe to the properties of 

planetary systems. However, because JWST is a project of unprecedented complexity, the mission has struggled to launch. What 

had initially been proposed as a $1 billion observatory launching in 2007 has become a $10 billion project launching in 2021.

https://www.space.com/james-webb-space-telescope-mission-explained

https://www.space.com/21925-james-webb-space-telescope-jwst.html
https://www.space.com/james-webb-space-telescope-mission-explained
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You don’t need a weatherman to tell which way the wind blows.
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xG Impact on IT and Systems 2022 : xG Impact on Information Technology and Systems
https://www.computer.org/digital-library/magazine/it/cfp-info-tech-systems

https://www.computer.org/digital-library/magazine/it/cfp-info-tech-systems
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 IT Pro Special Issue on Communications Recovery and Resilience - Editor's Column" by Tim Weil, Bhuvan Unhelkar, John Callahan, Jason 
W. Rupe, Keith Sherringham  https://www.computer.org/csdl/magazine/it/2020/06/09250314/1oxkJTuIsMg

 T. Weil and S. Murugesan, "IT Risk and Resilience—Cybersecurity Response to COVID-19," in IT Professional, vol. 22, no. 3, pp. 4-10, 1 
May-June 2020, doi: 10.1109/MITP.2020.2988330.   https://ieeecs-media.computer.org/media/marketing/cedge_digital/ce-oct20-final.pdf

 Cybersecurity Management  by Nir Kshetri, Kshetri, Nir. Cybersecurity Management: An Organizational and Strategic Approach, University 
of Toronto Press. https://www.book2look.com/book/9781487523626

 T. Weil, R. Kuhn, M. Chang https://www.securityfeeds.us/cyberthreats-and-security-ieee-it-professional-special-issue

 Rational Cybersecurity for Business by Dan Blum, 2020 | 1st ed.Apress (Verlag),  978-1-4842-5951-1 (ISBN) 
.https://link.springer.com/content/pdf/10.1007%2F978-1-4842-5952-8.pdf

 M. Reeves, et al., “Sensing and shaping the post-COVID era,” Boston Consulting Group, Apr. 3, 2020. [Online]. Available: 
https://www.bcg.com/publications/2020/8-ways-companies-can-shape-reality-post-covid-19

 “Five functions of the cybersecurity framework,” NIST. Apr. 2018. [Online]. Available: Cybersecurity framework,” NIST. Apr. 2018.
[Online]. https://www.nist.gov/cyberframework/online-learning/five-functions

 “CISA INSIGHTS: Risk Management for Novel Coronavirus (COVID-19),” CISA. Mar. 18, 2020. [Online]. Available: CISA 
Insights - Risk Management for Novel Coronavirus 
https://www.cisa.gov/sites/default/files/publications/20_0306_cisa_insights_risk_management_for_novel_coronavirus_0.pdf

 GAO Federal Response to SolarWinds and Microsoft Exchange Incidents https://www.gao.gov/products/gao-22-104746

 Risk is a Four Letter Word (SecurityFeeds) - https://www.youtube.com/watch?v=hF4VbX6Nmf4

References – Roadmaps for Risk Management

https://www.computer.org/csdl/magazine/it/2020/06/09250314/1oxkJTuIsMg
https://ieeecs-media.computer.org/media/marketing/cedge_digital/ce-oct20-final.pdf
https://www.securityfeeds.us/cyberthreats-and-security-ieee-it-professional-special-issue
https://link.springer.com/content/pdf/10.1007/978-1-4842-5952-8.pdf
https://www.bcg.com/publications/2020/8-ways-companies-can-shape-reality-post-covid-19
https://www.nist.gov/cyberframework/online-learning/five-functions
https://www.cisa.gov/sites/default/files/publications/20_0306_cisa_insights_risk_management_for_novel_coronavirus_0.pdf
https://www.gao.gov/products/gao-22-104746
https://www.youtube.com/watch?v=hF4VbX6Nmf4
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Thank you for joining us!

http://www.securityfeeds.com - trweil@ieee.org

https://www.youtube.com/watch?v=I7cFpRsTz3k
http://www.securityfeeds.com/
mailto:trweil@ieee.org

